
A
INDUSTRY-SPONSORED 

ADVANCED SENIOR 
DESIGN PROJECTS

Cyber Security Engineering 
CYSE 492/493

Industry-Sponsored Senior  
Advanced Design Projects

May 2, 2019



1
GEORGE MASON UNIVERSITY
CYBER SECURITY ENGINEERING1
GEORGE MASON UNIVERSITY
CYBER SECURITY ENGINEERING

The Senior Advanced Design Projects, or “capstone” presenta-
tions, are the culmination of the final experience for our Bachelor of 
Science in Cyber Security Engineering (BS CYSE) graduating class. The 
CYSE 492/493 Senior Advanced Design Project is a two-semester class 
where students work with a sponsoring organization on real problems 
using the skills they have sharpened during their curriculum. Our in-
dustry partners have provided a wealth of inspiring and useful projects 
that have challenged our students to solve open-ended technical prob-
lems with significant contribution and guidance by our faculty and sub-
ject matter experts. I am pleased to acknowledge how fortunate we are 
to have sponsorships from Bechtel, Booz Allen Hamilton, FCC/DHS, 
Hexagon US Federal, INOVA, Leidos, Lockheed Martin, Northrop 
Grumman, Perspecta, and Progeny Systems. They have provided not 
only technical projects, but also guidance in our curriculum. 

This is the second offering of this class. We achieved 50 percent growth 
in class size and doubled the number of sponsorships from our inaugu-
ral year. I would especially like to acknowledge Professors Gino Man-
zo and Rock Sabetto for their efforts as the instructors for the Senior 
Advanced Design Project. With their combined 60 years of corporate 
experience, they have brought expertise and rigor to the projects. Their 
leadership has facilitated a rich and lasting experience for our students.
 
The Senior Advanced Design Project contributes to a graduating class 
that will make an impact on our society. Many already have employ-
ment in commercial and government jobs. Others are continuing their 
education through the pursuit of a Masters of Science. These students 
are pioneers in a difficult but rewarding field. 

I am proud of our students and want to congratulate them for their 
dedicated efforts and all the hard work that it has taken to reach this 
milestone. Thanks, also, to our industry sponsors, instructors, and sub-
ject matter experts for their tremendous support in this endeavor.

Peggy Brouse, Ph.D.
Director, BS Cyber Security Engineering
Professor, Systems Engineering and Operations Research Department
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Welcome and thank you for attending our second Industry-
Sponsored Senior Advanced Design Project Capstone Poster  
Paper Event!

Today we are celebrating the achievements of 45 students who have 
diligently worked on ten diverse industry problems. 

The goal of this class is to provide students with a “real-life” industry 
project as part of their major design experience during their senior year. 
Student teams work with sponsors, who are the customers. With advice 
from subject matter experts, they complete a meaningful engineering 
project. This project is managed exactly as if the students were just hired 
by a company and placed on an engineering team. Students are respon-
sible for generating and then executing the plan. 

Throughout the two semesters, they are guided in technical areas by 
the subject matter experts and mentored by their instructor in a host of 
professional and business skills, including communication, teamwork, 
ethics, professionalism, company values, metrics, and new business 
acquisition. By working in teams, they develop leadership and group 
interpersonal skills and deal with schedule conflicts and meeting deliv-
erables. Students are responsible for managing the customer relationship 
and solving the many real-life issues that inevitably will occur. 

This program is only possible because of the dedicated support from our 
sponsors and subject matter experts whom we whole-heartedly thank 
for their unwavering assistance. Thank you for engaging with our pro-
gram and helping make our students more valuable. 

I also want to acknowledge and thank Dr. Peggy Brouse for initiating 
this class at George Mason University and providing me the opportu-
nity to grow and learn. This has been a wonderful and enriching expe-
rience that would not be possible without Dr. Brouse’s continued and 
unyielding support. Thank you, Dr. Brouse!

The growth in student enrollment and projects allowed us to have Rock 
Sabetto join our team as an adjunct professor. Rock provided new ideas, 
mentoring, and leadership that was critical to the success of our larger 
class. I look forward to working with and supporting Rock in the future. 
Thank you, Professor Sabetto!

Finally, we want to thank our students, who were brave enough to try 
something new. Stepping out of your comfort zone is always a valu-
able learning experience. We wish you all the best as you pursue your  
aspirations.

Sincerely,

Gino Manzo
Industry-Sponsored Senior Advanced Design Project Instructor
Professor of Practice
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	 Check-In	 2:00 pm

	 Welcome	 2:15 pm

	 Team Presentations	 3:00 pm

	 Poster Review	 3:50 pm

	 Best Poster Awards	 4:45 pm

All guests are requested to vote  
for Best Poster. Every vote counts.

Program
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We greatly appreciate their dedicated support.
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Project Leadership
This class is only possible because of the commitment, dedication, 
and spirit of the following customers and subject matter experts. Thank you!

GEORGE MASON UNIVERSITY
CYBER SECURITY ENGINEERING

SPONSOR CUSTOMERS PROJECT SUBJECT MATTER EXPERT

Bechtel Katie Pehrson Enhancing Visibility in Industrial 
Control Networks Using Bro Andrew Hunt

Booz Allen Hamilton Rod Wetsel Advanced Threat Hunting 
and Compromise Assessment Patrick Schurr

Federal 
Communications 
Commission/
Department of 
Homeland Security

Olga Livingston
Jeffrey Goldthorp

Communications Cyber Security 
and Reliability Dashboard Using Open 
Source Data

Kurian Jacob

Hexagon US Federal Tammer Olibah Detecting Geospatial Image Tampering 
Using Machine Learning Steven Du Plessis

INOVA Connie Pilot Automated and Ad-Hoc 
Malware Analysis

Mark Jenkins
Matthew Wilkes
Marty Barron

Leidos David Szczesniak Designing, Building, and Testing 
a Secure Java Utility Library

Yaron Eidelman
Ammar Palla

Lockheed Martin Tim Parker Generative Adversarial Neural Network 
for Satellite Image Feature Classification

John Luster
David Cabelly
Jonathan Brant
Mark Pritt

Northrop Grumman Michael Papay A Cyber Secure Architecture and Design 
for a Spacecraft/Ground Station System Chris Mellroth

Perspecta Barry Barlow
Joe Landino

Department of Defense Command  
and Control Pete Schmidt

Progeny Systems Ronald Dostie Machine Learning Frameworks 
in a Closed Network  Scott Lewis
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LEFT TO RIGHT: John Barberis, Ola Jam, Aya Khalafalla, Roaa Mahdi, Jeffrey Wang  |  SME: Andrew Hunt

Project Sponsor: Katie Pehrson

John Barberis Scott Air Force Base, IL

Cyber Security Engineering

Aspirations: I want to continue my self-improvement and provide 
effective and efficient security solutions.

Class comment: This class was better than quite a few internships 
that I have had.

Jeffrey Wang Pleasantville, NY

Cyber Security Engineering

Aspirations: My goal is to be the best version of myself in every 
aspect and not just work.

Class comment: This class gave me great exposure to hands-on 
projects and helped me improve soft skills.

Aya Khalafalla Fairfax, VA

Cyber Security Engineering

Aspirations: I will expand my skills as a security engineer focus-
ing on pen-testing and digital forensics.

Class comment: I loved getting to work with Bechtel and meeting 
the great people in my group.

Roaa Mahdi Fairfax, VA

Cyber Security Engineering

Aspirations: I want to learn and expand my skills in the cyber 
security field, hoping to make a difference one day.

Class comment: I valued being able to work on a more hands-on 
type of project, as well as experiencing a real-life problem and 
how to approach it.

Ola Jamalallail Jeddah, Saudi Arabia

Cyber Security Engineering

Aspirations: I plan to utilize my skills to help secure critical sys-
tems and information from cyber attacks.

Class comment: I greatly benefitted from getting industry expe-
rience.

CHALLENGE 
We developed a security program designed for IT systems 
compatible with critical infrastructure environments and 
protocols. 

Enhancing Visibility in Industrial  
Control Networks Using Bro
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LEFT TO RIGHT: Lin Nhat Nguyen, Saarthik Tannan, Steven Cronk  |  SME: Patrick Schurr

Steven Cronk Ashburn, VA

Cyber Security Engineering

Aspirations: I am going to get a CISSP certification, security plus 
certification, and a master’s degree in computer forensics.

Class comment: I learned how to work as part of a team on a 
real-world project, interfacing with stakeholders. 

Saarthik Tannan Potomac, MD

Cyber Security Engineering, with a minor in Psychology

Aspirations: I plan to get a masters in digital forensics and cyber 
analysis.

Class comment: I gained experience with advanced threat-hunt-
ing, which I can use in the real world. 

Lin Nhat Nguyen Ho Chi Minh City, Vietnam

Cyber Security Engineering

Aspirations: I am going to get a master’s degree in digital foren-
sics and cyber analysis.

Class comment: I got to experience developing threat-hunting 
tools and working in a professional setting. 

CHALLENGE 
We developed threat-hunting solutions that will be used to 
create remediation and mitigation plans. 

Advanced Threat Hunting 
and Compromise Assessment
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Communications Cyber Security and Reliability 
Dashboard Using Open Source Data

LEFT TO RIGHT: (top) Christian Garcia, Juwan Harris, Walid Mia, (bottom) Nicole Haigwood, Catherine Vu  |  SME: Kurian Jacob

Project Sponsor: Olga Livingston, Jeffrey Goldthorp

Catherine Vu Sterling, VA

Cyber Security Engineering

Aspirations: I will become involved with cyber forensics.

Class comment: I gained a better understanding on how custom-
er/client relationships work.

Christian Garcia Dale City, VA

Cyber Security Engineering

Aspirations: I plan to become an experienced cyber security 
analyst.

Class comment: This course gave me great insight into what can 
be expected in engineering a solution to a complex problem.

Nicole Haigwood Canton, GA

Cyber Security Engineering

Aspirations: I want to work with a cyber team in the gaming and 
computer industry.

Class comment: The class helped me gain experience and knowl-
edge on client proposals and processes.

Juwan Harris Chesterfield, VA

Cyber Security Engineering

Aspirations: I plan to work in the energy sector doing threat 
protection.

Class comment: The class gave me great experience creating a 
product for a customer and providing status updates.

Walid Mia Springfield, VA

Cyber Security Engineering

Aspirations: My ideal job would be to work within a risk manage-
ment team.

Class comment: Exposure working with a real-world customer 
was invaluable.

CHALLENGE 
We provided our clients with critical information regarding 
communications infrastructure to better prepare legislation 
and event response. 
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Detecting Geospatial Image 
Tampering Using Machine Learning

LEFT TO RIGHT: Ashlyn Gill, Stefany Cando, John Ailes, Manil Trivedi  |  SME: Steven Du Plessis

Project Sponsor: Tammer Olibah

John Ailes Burke, VA

Cyber Security Engineering

Aspirations: I really enjoy client interaction and hope to pursue a 
career in consulting.

Class comment: I have had an amazing time learning about ma-
chine learning and geospatial imagery. 

Ashlyn Gill Leesburg, VA

Cyber Security Engineering

Aspirations: After graduation, I plan to get a master’s degree. I 
love traveling and would like to do it more now that I am gradu-
ating, and I will have way more time.

Class comment: I was very impressed with the top-notch industry 
sponsors. 

Stefany Cando Fairfax, VA

Cyber Security Engineering

Aspirations: I want to continue my education and develop more 
skills to further my career.

Class comment: This class has helped me improve my communi-
cation skills and the ability to work as part of a team. 

Manil Trivedi Chantilly, VA

Cyber Security Engineering

Aspirations: I plan on first graduating and then working on certi-
fications to further my career in cyber security.

Class comment: I have learned a lot about tampering with geospa-
tial imagery, as well as about working with an industry sponsor.

CHALLENGE 
We developed a novel technique to detect  
geospatial image tampering. 
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Project Sponsor: Connie Pilot

LEFT TO RIGHT: Lorenzo Testagrossa, Yaqi He, Rahat Kamal, Paul Benoit, Jason Yohanan 
SME: Mark Jenkins, Matthew Wilkes, Marty Barron

CHALLENGE 
We deployed a best-of-breed solution to automate an 
ad-hoc malware analysis of email and API files. 

Jason Yohanan Gaithersburg, MD

Cyber Security Engineering

Aspirations: I want to continue on to graduate school and enter 
into executive positions in the future.

Class comment: This course gave me great exposure to an indus-
try environment.

Lorenzo Testagrossa Rome, Italy

Cyber Security Engineering

Aspirations: I plan to go back to my home country and work for a 
cybersecurity company.

Class comment: I like the fact that this project will help people 
out.

Yaqi He Canton, China

Cyber Security Engineering

Aspirations: I will continue my studies in graduate school and 
participate in the latest technology developments.

Class comment: I was glad to work with my team on critical 
infrastructure.

Paul Benoit Vienna , VA

Cyber Security Engineering

Aspirations: I hope to contribute to the DFIR community.

Class comment: This class was good practice for real life work.

Rahat Kamal Fairfax, VA

Cyber Security Engineering

Aspirations: I hope to obtain an M.S. in cybersecurity risk and 
strategy from NYU to acquire a managerial/executive role.

Class comment: I am more prepared to encounter technical proj-
ects in the workforce.

Automated and Ad-Hoc Malware Analysis
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LEFT TO RIGHT: Vu Nguyen, Christina Gomez-Sejas, Nasrin Noor Ahmad, David Haynes, Jacob French
SME: Yaron Eidelman, Ammar Palla

CHALLENGE 
The primary objective of this project was to provide the 
customer with a single source for Java encryption that can 
be integrated across multiple projects. 

Vu Nguyen Ho Chi Minh City, Vietnam

Cyber Security Engineering

Aspirations: I want to develop my technical knowledge in order 
to apply it to my future career and become a valued member of 
my future company.

Class comment: This class provided me an opportunity to experi-
ence real-world projects that may fit in my future career. 

Christina Gomez-Sejas Falls Church, VA

Cyber Security Engineering

Aspirations: I want to become a well-developed cyber profes-
sional by gaining knowledge in many specializations of cyber 
security.

Class comment: This class is valuable and beneficial to the ad-
vancement of one’s career.

Nasrin Noor Ahmad Aldie, VA

Cyber Security Engineering

Aspirations: My goal is to be the best cyber security engineer.

Class comment: This was a great experience, and I enjoyed work-
ing on this project.

David Haynes Haymarket, VA

Cyber Security Engineering

Aspirations: Building proactive security mechanisms is my aspi-
ration.

Class comment: This class was incredibly insightful and has set 
me up for future success.

Jacob French Manassas, VA

Cyber Security Engineering

Aspirations: My goal is to find an occupation that utilizes my 
degree for creative and positive projects.

Class comment: This class exposed me to a healthy dose of appli-
cable contracted and teamwork experience.

Designing, Building, and Testing 
a Secure Java Utility Library
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Project Sponsor:  Tim Parker

Anthony DiOrio Mount Solon, VA

Cyber Security Engineering

Aspirations: I would like to work at a consulting company or an-
other fast-paced workplace where I can apply what I learned at 
Mason to a real-world scenario. The ability to help others better 
understand new technology would be an added bonus, as I enjoy 
helping others.

Class comment: The classes CYSE 492/493, along with this proj-
ect, have helped me gain a greater understanding into how to 
manage a customer relationship, delegate work, and work more 
effectively as a team.

Shane Gacke Brandon, SD

Cyber Security Engineering

Aspirations: My current aspirations are to finish the undergrad-
uate program on a strong note, which could help facilitate my 
transition into a more career-oriented mindset. I imagine my 
education will be continued wherever I end up, whether it be in 
a master’s program or on the job.

Class comment: This class has helped me better understand 
how projects are accomplished in a real-world environment. 
The project we worked on has opened up new areas of interest 
outside of the CYSE program. Once again, this is analogous to 
industry situations when you are required to adapt to a given 
problem that you may not have experience in.

Milad Alaeian Sterling, VA

Cyber Security Engineering

Aspirations: I plan to focus on finishing my last semester strong 
and apply for jobs, predominantly in the private sector. I will 
shift my focus towards getting my Splunk Sales Engineer Certi-
fication, which will steer my career to sales engineering. Cyber 
security is a very important issue for our nation’s national secu-
rity; I am honored to have the skill sets to contribute to a bigger 
cause and help make this world a better place.

Class comment: This very engaging class introduced me to the 
world of proposals, bi-weekly meetings, weekly activity reports, 
etc. Lockheed Martin guided us with general tips on effective 
scheduling with concrete deadlines. This class also provided our 
team with a real-life work environment, and it was truly amazing 
to see how potential future employers operate.

LEFT TO RIGHT: Anthony DiOrio, Shane Gacke, Milad Alaeian  
SME: Tim Parker, John Luster, David Cabelly, Jonathan Brant, Mark Pritt

CHALLENGE 
The objective was to create a system that accurately classifies 
features in satellite images, while decreasing the false pos-
itives and detecting fake data through a machine-learning 
application that generates imagery that can be utilized in 
training new projects.

Generative Adversarial Neural Network  
for Satellite Image Feature Classification
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CHALLENGE 
The team created a cyber secure architecture for a space-
craft/ground station system using principles learned 
through experience and their time at George Mason. 

LEFT TO RIGHT: Seth Glover, Joseph Beaubien, Doreen Joseph, George Shaffer, Patrick Donohue  |  SME: Chris Mellroth

Project Sponsor: Michael Papay

Seth Glover Mason Neck, VA

Cyber Security Engineering

Aspirations: I plan to become a subject matter expert in Public 
Key Infrastructure (PKI).

Class comment: I learned The Five Dysfunctions of a Team and 
gained experience for the future by having a professional-level 
project. 

Joseph Beaubien Fairfax, VA

Cyber Security Engineering

Aspirations: My goal is to help maintain the security of digital 
systems in an increasingly connected world.

Class comment: This was a great learning experience through a 
long-term group while working with a company design project. 

Doreen Joseph Annandale, VA

Cyber Security Engineering, with a minor in Mathematics

Aspirations: I aspire to be a lead innovator and researcher in the 
cyber security industry.

Class comment: This was a great opportunity to interact with an 
industry partner and apply knowledge acquired over the course 
of the program.

George Shaffer Naples, Italy

Cyber Security Engineering

Aspirations: I want to continue to learn every day and to develop 
myself as a person.

Class comment: It provided valuable experience for the future.

Patrick Donahue Ashburn, VA

Cyber Security Engineering

Aspirations: I plan to apply what I’ve learned thus far to  
real-world systems.

Class comment: It provided a great opportunity to meet with 
industry professionals and learn from their experience.

A Cyber Secure Architecture and Design  
for a Spacecraft/Ground Station System
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Project Sponsor: Barry Barlow, Joe Landino

LEFT TO RIGHT: Ali Sharaf, Lithe Abushaikha, Ammar Al-Kahfah, Mohamed Ahmed, Ali Al-Ktebi  |  SME: Pete Schmidt

Lithe Abushaikha Vienna, VA

Cyber Security Engineering

Aspirations: I aspire to become one of the top engineers in the 
industry.

Class comment: It was a great experience working on a  
real-life project and having the opportunity to demonstrate our 
knowledge.

Ali Alktebi Dubai, UAE

Cyber Security Engineering

Aspirations: Continuous improvement of my skills and technical 
experience in this field is my goal.

Class comment: It was a great opportunity to work on a solution 
of a sponsored cyber security design problem.

Ammar Al-Kahfah Annandale, VA

Cyber Security Engineering

Aspirations: I want to be a jack-of-all-trades in cyber security. I 
want to master different fields and someday teach others.

Class comment: Thank you for a great opportunity to develop my 
technical and professional skills.

Ali Sharaf Reston, VA

Cyber Security Engineering

Aspirations: I want to start my own cyber security consulting 
company and master more technical skills.

Class comment: This was an enjoyable class that allowed me to 
develop real-world experience.

Mohamed Ahmed Vienna, VA

Cyber Security Engineering

Aspirations: I want to develop an overall understanding of re-
verse engineering and work on creating exploits.

Class comment: This is a unique class you won’t find anywhere 
else. It allows you to get real-world experience through class.

CHALLENGE 
We built an application that will be able to move software 
(and its data/dependencies) from a compromised server to 
another server with the click of a button.

Department of Defense  
Command and Control
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Giridhari Apurada Springfield, VA

Cyber Security Engineering

Aspirations: One day, I want to get a mid-level position in 
cybersecurity, and then move on to study other new, exciting 
technologies.

Class comment: This class has been a great opportunity to learn 
about directly managing customer relationships and cooperation 
in a team. 

Benjamin Nikolich Oakton, VA

Cyber Security Engineering

Aspirations: I plan to expand my technical skill-set and interact 
with innovative and exciting new technologies.

Class comment: This class has been a great experience and way to 
learn about new technologies and machine learning. 

Frank McKee Miami, FL

Cyber Security Engineering

Aspirations: I want to gain a better understanding of computer 
forensics and eventually work on a Red Team.

Class comment: It has been a great experience to go out of the 
scope of my knowledge and work on an assignment that chal-
lenges me. 

Kathryn Zurowski Arlington, VA

Cyber Security Engineering

Aspirations: I will expand my computer forensics skills and apply 
them in a government/law enforcement setting.

Class comment: This class has been a great opportunity to learn 
about both emerging technologies and project management. 

LEFT TO RIGHT: Giri Apurada, Frank McKee, Ben Nikolich, Kathryn Zurowski  |  SME: Scott Lewis

CHALLENGE 
The team produced a recommendation for  
a machine learning framework for anomaly  
detection in a closed network. 

Machine Learning Frameworks  
in a Closed Network

Project Sponsor: Ronald Dostie
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Peggy Brouse
for her vision and continued, unyielding support to make  
this class available for students.

Rock Sabetto 
for new ideas, mentoring, leadership, and making the class better.

Mary Poirier 
for her guidance, consultation, and valuable advice regarding all  
class logistics, and her dedicated help setting up and implementing 
this poster paper session.

Kira Woitek 
for identifying new potential sponsors and for project invoicing.
 

Special 
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In addition to our project sponsors and subject matter 
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contributed to the success of this class. We want to take 

this opportunity to express our deep-felt appreciation 

for their contributions.
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Enhancing Visibility in Industrial Control Networks 
using Bro IDS

Aya Khalafalla, Jeffery Wang, John Barberis, Ola Jamalallail, Roaa Mahdi 
Sponsor: Bechtel, Inc.

Subject Matter Experts: Andrew Hunt, Tom Wallis

Problem Statement:
• Industrial control system (ICS) infrastructures are increasingly vulnerable

to cyber security attacks

• Can we adapt technologies successful in the IT world to ICS networks?

• Enhancing visibility will help detect and prevent cyber security threats in

ICS networks

Project Objective:
• Build a protocol parser in Bro IDS to capture and parse OPC DA traffic

• Generate log files that contains important aspects of said traffic

• Feed log files to ELK stack and visualize them using Kibana

• The system successfully parses the following pieces of OPC DA network traffic using Bro IDS and displays it in a

dashboard utilizing the ELK stack:

1. Install and configure Bro and ELK per best 

practices

2. Create a data pipeline from Bro to ELK

3. Install the new Bro module and test for 

functionality

4. Configure visualization dashboard per SMEs’ 

suggestion

5. Use an  agile software development process to 

modify the parser and dashboard as necessary to 

meet ongoing requirements

CONCLUSION

TOOLS & CONCEPTS

BACKGROUND

RESULTS

REFERENCES

METHOD

We are indebted to our sponsor Bechtel and their SMEs Mr. Andrew Hunt, Tom Wallis, 

Ovi Hossain, Nikolas Upanavage, Amand Benjamin for their guidance and unfailing 

encouragement during this project. We our also indebted to our mentor Rock Sabetto

and our professor Gino Manzo of George Mason University for their help, guidance, 

and feedback which helped shape this project. Finally, we owe thanks to George 

Mason University for providing access to journals and publications and Matrikon and 

the OPC Foundation for their published documentation and research on OPC 

technologies.

[1]R. Sommin, “Bro: An Open Source Network Intrusion Detection System,” tech.

[2] The Zeek Project Revision, “Bro Plugins DCE_RPC,” 

base/bif/plugins/Bro_DCE_RPC.events.bif.bro - Zeek User Manual v2.6.1. unpublished.

[3] OPC Foundation, “Data Access Automation Interface Standard Version 2.02,” February 1999.

[4] J. Weber and W. Worrall, “A Beginner’s Guide to OPC,” unpublished.

[5] “DCE/RPC,” DCE/RPC - The Wireshark Wiki. unpublished

• Presented a viable solution to enhance visibility in ICS networks

• Created a custom module for the open source Bro IDS to operate within critical 

infrastructure network environments

• Highly customizable module that can be modified to fit the needs of systems

• The visualization dashboard can used to establish traffic baselines and detect 

anomalies

• Future work includes developing a machine learning agent with Apache Spark

to enhance network monitoring using the custom Bro module and ELK 

visualizations

ACKNOWLEDGEMENTS

• An intrusion detection system (IDS) is a piece of software that can monitor network 

traffic and alert users if any malicious activity has occurred

• Bro IDS is an open source network traffic analyzer. It allows users to develop scripts 

to parse custom network protocols. Our group is utilizing Bro’s scripting engine to 

parse OPC DA network traffic

• OPC Data Access (OPC DA) is a group of client-server standards that provide 

specifications for communicating real-time data from data acquisition devices such as 

Programmable Logic Controllers (PLCs) to display and interface devices like Human-

Machine Interfaces (HMI)

• The ELK stack is a package of open source tools that can utilized for visual analysis

• Elasticsearch is a search and analytics engine

• Logstash ingests data from Bro and sends it to Elasticsearch

• Kibana lets users visualize data with charts and graphs in Elasticsearch

Figure 1: Communication in OPC Environment
Image Source: https://opcdatahub.com/WhatIsOPC.html • Source and destination IP address

• Session duration

• Session number

• Number of bytes within the sent and received

packets

• Ongoing connections between devices on the

network

• Network users mapped to network nodes

Figure 3: Kibana Dashboard

From left to right: A line graph showing network activity by host ip address, a table showing the address, 

duration, protocol, and size associated with each UID, and a Sankey diagram showing the distribution of 

traffic across the network

RESULTS – CONT. 

Figure 4: Bro’s raw output of OPC DA network traffic

The parser is capturing an important aspect of OPC DA traffic (e.g. IPs, 

ports, protocols, operations, users, etc.) and creates log files which will be 

used for creating dashboards
Figure 2: Implementation

May 2nd, 2019
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Advanced Threat Hunting and Compromise Assessment
Steven Cronk, Saarthik Tannan, and Lin Nhat Nguyen

Sponsor: Booz Allen Hamilton
Subject Matter Expert: Rod Wetsel 

● Perform a compromise assessment using 
threat hunting techniques against the 
configured lab system

● Utilize threat hunting techniques to perform 
host analysis

● Analyze the configured lab system for IOCs
● Compromise assessment report with 

mitigation strategies

● We used ELK Stack Elasticsearch, Logstash and Kibana (ELK stack) to 
hunt for compromises.
○ Elasticsearch: responsible for indexing data and providing the data. It is 

responsible for data operations. Because of its ability to allow real-time 
access to high volumes of a variety of data, it is a good platform to use for 
security analytics

○ Logstash works with some inputs to do some filtering of the data it receives 
and outputs this to Elasticsearch. Data that Logstash receives will be handled 
as events. The events could be log file entries, chat messages, etc. It can read 
multiple logs and then have multiple outputs of these logs

○ Kibana: a web interface that allows for the visualizations of data from 
Elasticsearch

○ Beats: Collect data on the endpoints with sysmon and winlogbeats and sends 
this to logstash

● Hunting Techniques utilized were searching and grouping

● EID 3 - network connection to victim 
machine

● EID 4674 – a service is about to be 
installed, started, stopped, or modified

● EID 12 and 13 – Registry Key was created
● EID 7045 – a new service was installed on 

the system
● EID 1 – PowerShell executes the malicious 

code “Stager”
● EID 13 and 12 – the new service is 

disabled, and the Registry Key was deleted

[1]  Roberto Rodriguez, “Chronicles of a Threat Hunter: Hunting for Remotely Executed Code via Services & Lateral Movement with Sysmon, Win Event Logs, and ELK,” Cyber Wardog Lab, 11-Apr-2017. 
[2]  “Deploying and Scaling Logstash.” [Online]. Available: https://www.elastic.co/guide/en/logstash/current/deploying-and-scaling.html. [Accessed: 10-Apr-2019].
[3]  K Hong, “ELK - Logstash, ElasticSearch, and Kibana,” BogoToBogo. [Online]. Available: https://www.bogotobogo.com/Hadoop/ELK/ELK_ElasticSearch_Logstash_Kibana4.php. [Accessed: 10-Apr-2019].
[4]  Imen Jaouani, “Establishment of a centralised log management platform with the Elastic suite,” Margo, 14-May-2018. 
[5]  Ryan Nolette, “Finding Evil When Hunting for Lateral Movement,” Threat Hunting Blog, 16-Aug-2017. .
[6]  “Getting started with the Elastic Stack,” Elastic. [Online]. Available: https://www.elastic.co/guide/en/elastic-stack-get-started/7.0/get-started-elastic-stack.html. [Accessed: 10-Apr-2019].
[7]  Ryan Nolette, “How Attackers Lay the Groundwork for Lateral Movement,” Threat Hunting Blog, 08-Aug-2017. 
[8]  “IOCs and Artifacts,” Infosec Resources. [Online]. Available: https://resources.infosecinstitute.com/category/enterprise/threat-hunting/iocs-and-artifacts/. [Accessed: 15-Apr-2019].
[9] “Lateral Movement Definition & Examples,” Awake Security. 
[10]  Jonathan Renard, “Lateral Movement with PSExec,” ISP Blog, 03-Mar-2017. 
[11]  Daniel Muñoz, “Lateral movement: A deep look into PsExec,” Context, 04-Sep-2018. [Online]. Available: https://www.contextis.com/en/blog/lateral-movement-a-deep-look-into-psexec. [Accessed: 01-Apr-2019].
[12]  David Maloney, “PSExec Demystified,” Rapid7 Blog, 09-Mar-2013. 
[13]  David Maloney, PsExec Examples: How Remote Execution Works. 2015.
[14]  “PSExec Pass the Hash,” Offensive Security. [Online]. Available: https://www.offensive-security.com/metasploit-unleashed/psexec-pass-hash/. [Accessed: 01-Apr-2019].
[15]  Daniel Berman, “The Complete Guide to the ELK Stack,” Logz.io, 20-Dec-2018. 
[16]  Angela Messer and Brad Medairy, “The Future of Cyber Defense… Going on the Offensive,” The Cyber Defense Review, pp. 1–4, 2018.
[17]  Saikat Basu, “What Are Administrative Shares and How to Disable Them in Windows?,” Guiding Tech, 03-Aug-2011. [Online]. Available: https://www.guidingtech.com/7250/what-are-administrative-shares-how-to-disable-them-in-windows/. [Accessed: 15-Apr-2019].

Source: 
https://www.bankinfosecurity.com
/webinars/effective-cyber-threat-h
unting-requires-actor-incident-cen
tric-approach-w-1254

Most organizations detect a data breach by an 
adversary too late. It is important to identify adversary 
activity at the initial compromise stage in order to 
contain the activity, develop threat indicators and 
eliminate dwell time. Organizations rely on firewalls, 
intrusion prevention systems (IPS) and other security 
control at the perimeter of the network in order to 
prevent threats from entering the internal networks.  
Companies cannot rely on traditional perimeter defense 
methods anymore. Threat hunting is an approach that 
eliminates breaches much faster than a traditional 
approach. It involves a proactive approach instead of a 
reactive approach in order to detect adversaries and 
remove them from the network.  It involves generating 
a hypothesis, analyzing the evidence, removing the 
threat, and a final report. There are many indicators of 
compromise (IOC) and indicators of attack (IOA) that 
threat hunters look for.  IOCs are the footprints that 
will aid a threat hunter in identifying malicious activity 
on a system. We will employ techniques to hunt for an 
adversary who uses Metasploit psexec module to move 
laterally in a network.

Fig 5. Low-level View of  the 
ELK Stack [15]

 

● The attack scenario involves an 
adversary who dumps hashes from a 
compromised system account 
management (SAM) database and uses 
the hash and Metasploit PsExec module 
to move laterally in a network

● It is assumed that the attacker 
conducted a phishing attack to steal the 
credentials of a user’s SAM database 
account. Once the attacker logs into the 
database he or she gets the hash of the 
administrator’s password which is used 
in the attack

● We collected, analyzed and discussed the threats and data that we 
discovered during the hunt in a remediation plan which based on the 
priority level of the threats. 

● It is important to have a compromise specific strategy for short term and 
long-term containment of high priority threats.

● A compromise assessment with mitigation strategies is written 

TO DO:

1)Add more to Materials and 
Methods… maybe talk about attack 
that was carried out on the 
environment

2)Results
3)Conclusion

We can worry about organizing this 
alot better after everything is added 
we need to talk about

https://resources.infosecinstitute.com/categor
y/enterprise/threat-hunting/iocs-and-artifacts/
source used in highlighted part in 
introduction can site that part

After we implemented the attacks, we 
found some abnormal behavior logs 
such as using administrative 
privileges, creating or deleting 
services,etc. The data and threats that we discovered 
during the hunt will be collected, analyzed, and discussed in 
a remediation plan which is based on the priority level of 
the threats.

Fig 1. Network Diagram of Environment

How Metasploit PsExec works:
● The main things the attacker does to the victim system, using the module, are 

the following:
○ 1. Uses the hash of the administrator password to login to his or her 

account, typically obtained through a separate phishing attack
○ 2. The attacker connects to the Windows Admin$ share and checks whether 

PowerShell (used to execute code) is installed. Administrative shares are 
created by Windows when multiple computers are connected to a network; 
these shares are hidden on the hard drive. It is used to allow administrators 
to access other computers and make modifications

○ 3. Creates a pipe named “NTSVCS”, which allows commands to be sent to 
the victim system, to be able to send commands to PowerShell later on

○ 4. Modifies the Registry by adding a Key which is used for a new service
○ 5. Installs a new service called “Stager”
○ 6. Deploys malicious service “Stager” to Admin$ and launches PowerShell 

to execute it; this malicious service is used to execute malicious code 
intended to achieve the attacker’s objectives

○ 7. Once an attacker has executed malicious code, he or she disables the 
new service and modifies the registry by deleting the key. The attacker 
does this to hide his or her traces

Fig 4. How Metasploit PsExec Works [13]

Date: 5/2/2019

Fig 2. Using Hash to Gain Access 
to Admin Account

Fig 8. EID 3

Fig 9. EID 1

Fig 3. Metasploit PsExec Executed 
on Victim Machine 

● Most organizations detect a data breach by an adversary too late
● It is important to identify adversary activity at the initial compromise stage in 

order to contain the activity, develop threat indicators and reduce dwell time
● Threat hunting involves a proactive approach instead of a reactive approach
● The general steps of threat hunting include generating a hypothesis, analyzing 

the evidence, removing the threat, and a compromise report
● There are many indicators of compromise (IOC) and indicators of attack (IOA) 

that threat hunters look for
● An environment was not provided so we configured a lab system and 

implemented an attack against it

Introduction
● Most organizations detect a data breach by an adversary too late
● It is important to identify adversary activity at the initial compromise 

stage in order to contain the activity, develop threat indicators and reduce 
dwell time 

● Threat hunting inoves a proactive approach instead of a reactive 
approach in order to detect adversaries and remove them from the 
network. The general steps for threat hunting includes generating a 
hypothesis, analyzing the evidence, removing the threat, and a final 
report

● There are many indicators of compromise (IOC) and indicators of attack 
(IOA) that threat hunters look for

● An environment was not provided so we configured a lab system and 
implemented an attack against it

Objectives

Log Manangement Flatform

Results

Conclusion
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Fig 6. Kibana Discover 

Fig 7. Kibana Dashboard

● We acknowledge the sponsor for our project who is Booz Allen 
Hamilton, our customer Patrick Schurr, and subject matter expert Rod 
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Communications Cyber Security and Reliability Dashboard 
Using Open-Source Data

•	We were tasked with the project to develop a network reliability and security dash-
board to serve the requirements of both the FCC and the DHS. 

•	Currently, the FCC receive information regarding communications reliability and situa-
tional awareness directly from communications providers (such as Verizon and AT&T). 

•	The issue that arises when retrieving this data from providers is that, the data models 
can be hard to change for administrative and legal reasons, making the data anachro-
nistic.

•	Communications situational awareness at DHS and the FCC would benefit from a vari-
ety of data sources.

•	Our dashboard solution covers nearly all of the aspects and requirements laid out by 
the FCC and DHS. 

•	One of the main issues our client was concerned with regarded to stale data           
models from providers. We decided to address this issue by ensuring that our         
dashboard layout would draw from a variety of sources.

•	Another issue that we made sure to address related to the collection of our data. The 
data that we decided to collect originated from open-sources, as stated earlier this will 
allow the data to be more readily available, as opposed to receiving data directly from 
service providers , which can require cumbersome rulemakings.

•	Our method of acquiring data proved to be successful throughout the entire process, 
with minor difficulties along the way. 

•	We decided to acquire data using python scripts; the data was then organized and    
uploaded into our visualization software (Power BI). 

•	Overall our dashboard incorporates the necessary metrics with an easy to use layout 
that allows the FCC and DHS to efficiently locate mission critical data.

Problem Statement

Objective

Approach

We were able to obtain data from three different sites. 
These sites include:
•	Isitdownrightnow.com
•	Istheservicedown.com
•	Outage.report.
From these sites, we have been able to successfully scrape different types of data to 
send to the dashboard. Some of the data types we were able to obtain include the 
name of providers, issue type, issue percentage, location, and much more. Upon 
comparing our dashboard with our initial framework, we were able to address all the 
requirements. Shown below are two pages from our dashboard.

Results

Conclusion

Figure 1 above shows the dashboard page with data that was obtained 
from Outage Report. The data includes a Issue Location, provider, and 
number or reported issues. 

Figure 2 above shows the dashboard page with data that was scraped 
from is the service down. The data shown here shows different types of 
issues by providers and overall percentage total. As well as location of the 
issues.
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Data Collection Methods

•	We collected data using Python scripts. 
•	We used the following Python modules: 
•	Pandas to make tables
•	Beautifulsoup, to extract HTML code from the website
•	Requests to open the website.
•	We then used regular expressions to filter out information we needed. 
•	The data was then saved to a csv file which can be opened by Power BI.

Christian Garcia, Nicole Haigwood, Juwan Harris, Walid Mia, Catherine Vu

SME: Kurian Jacob

•	In order to address this issue, our team has developed a dashboard using open-source 
data that displays the requested network metrics in near real-time. 

•	To acquire the necessary data from our open-sources, we will be using Python scripts 
in order to scrape websites containing the necessary metrics our client is interested in.

•	The success of our project will be measured by the accuracy of the data retrieved, how 
well the dashboard integrates into our client environments, and the visual appeal of 
our dashboard. 



A Novel Technique for Identifying Geospatial Image
Tampering Using Machine Learning

Stefany Cando, Ashlyn Gill, John Ailes, Manil Trivedi
Tammer Olibah and Steven Duplessis

Problem Overview
•Geospatial imagery is used to make critical decisions
in domains such as defense, financial markets, and
research.
• Current approaches rely on analysts to identify im-
age manipulations. This process takes time, does
not allow simultaneous parsing of large data-sets,
and introduces the possibility of human error.
• It is imperative to find amore reliable, practical, and
scalable process to verify the authenticity of these
images.

Fig. 1: Samples of our dataset of genuine geospatial imagery used in this project.

Risks Analysis

An altered image can be used by nation states to in-
fluence public perception of events.
•MH17 (2014): Russian-backed news sources re-
leased a satellite image purporting to show a
Ukrainian fighter jet shooting down MH17, which
was later shown to be fake.

Fig. 2: Picture of the tampered image on the left and the original image of the
wrong model plane on the right.

Current Techniques
We researched techniques used to detect tampering
in other domains to identify an approach that could
be applied to geospatial imagery:
• File Hashes: A cryptographic algorithm that creates
a unique identifier for a file. If any changes aremade,
the file hashwill change. This approach is only useful
when the original file hash is known.
• Python Scripts: Scripts to detect tampering have
been developed by independent programmers, but
these scripts require a powerful GPU.
• Image Comparison & Google Reverse Lookup: This
feature allows a user to upload an image and Google
will search the web for any instances of that image.
The data acquired can be used for comparison.
•Machine Learning: Computational approach that
allows a machine to learn data using mathematical
and statistical algorithms.

Database
• Real Images: Hexagon U.S Federal provided 3GB
of high-quality images. To expand this dataset, we
acquired supplementary images from Google and
Google Earth Pro.
• Tampered Images: The Real Images dataset was
used to create tampered samples with Photoshop
and GIMP. The manipulations were done in a man-
ner that could serve an intelligence goal, i.e. adding
or removing airplanes in a military airport.

Fig. 3: (a) is an authentic geospatial image; (b) is a tampered sample created
from image (a)

Model Construction
• Feature Extraction: Local Binary Pattern (LBP), is
a two-dimensional texture analysis. It studies the
pixels of a gray-scale image and compares it with its
neighborhood in order to create a predefined set of
patterns. The histogram of the image can be used
as a descriptor.
•Machine Learning Algorithm: Binary Classification
model trained using Ensemble Algorithm, which is
conformed of a set of classifiers whose individual
decisions are weighted using Bayesian averaging to
make a finalized decision.

Fig. 4: Overview of of the Training and Testing process of the Machine Learning
Classification Model.

Results
• The finalized model efficiency was tested using the
Testing Database, which contained a brand new se-
lection of images.
•During testing the classification model reached a
Correct Classification Rate (CCR) of 73%.
• This percentage is acceptable at the moment, but
we believe that there is still room for improvement.

Conclusion
By using machine learning algorithms to process
geospatial image data, we enable the possibility of:
•Detecting small changes in the image pixels that
may not be visible.
• Parsing large databases in a short amount of time.
•Getting reliable results in a faster manner.
This project shows successful preliminary results of
the implementation of Machine Learning Algorithms
to detect geospatial image tampering. Webelieve that
further research must be done in this area, and that
experiments must also be run on a larger database
than the ones used in this project. At the moment,
there is not an available database of tampered geospa-
tial imagery. Therefore, expanding the current dataset
created by the authors is imperative.
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Automated and Ad-Hoc Malware Analysis
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• Configure an environment 
that automates the process 
of recognizing malicious 
email or API files.

• Cuckoo automates the 
recognition process and 
ejects a malware analysis 
report to see if inputted files 
contain malware. 

• Connected Cuckoo to 
VirusTotal and OleTools to 
encapsulate their registries.

• Cuckoo uses these registries 
to complete it’s outputted 
report to the end-user. 

• Reduces time in the analysis 
and validates Cuckoo 
reports.

● Our Virtual Machine uses:
○ Cuckoo, 

VirusTotal, and 
Oletools.

● An Email or API file is 
inputted to the VM and the 
three programs will analyze 
it. 

● Report any anomalies or 
infections, and detection of 
malicious files. 

● A user-friendly report will 
be outputted.

● VirusTotal is used to  
analyzes suspicious files 
and URLs to detect types of 
malware from a community 
collected list.

● OLEtools used to analyze 
Microsoft OLE2 files.

● Our solution is an integrated 
framework that contains both local 
malware analysis system and 
remote virus database reference. 

● Our solution guarantees these tools 
can detect various malware sources 
and notify INOVA security team 
members. 

● A concise report will be generated 
and sent to the cybersecurity team 
to help them quickly identify the 
malware and resolve vulnerabilities. 

● Our framework is scalable to allow 
for additional malware detection or 
prevention functionalities according 
future customer desires.

● It was a privilege to work 
alongside INOVA and create 
such a meaningful product for 
them to implement into their 
network architecture. 

● We would like to express our 
sincerest form of gratitude and 
gratefulness to Mark Jenkins, 
Marty Baron, Scott Larsen, 
and Matthew Wilkes. 

● Thank you to Professor Gino 
Manzo, Professor Rock 
Sabetto, Dr. Brouse, and the 
CYSE department for their 
continued support through 
CYSE 492/493 and the 
degree as a whole.

Cuckoo. “Reporting Results.” Reporting Results - Cuckoo Sandbox v0.3.2 Book, 
cuckoo.readthedocs.io/en/0.3.2/customization/reporting/

VirusTotal. “VirusTotal.” VirusTotal, www.virustotal.com/#/home/upload.

George Mason University. “Downloads.” The George Mason University Brand 
Profile, brand.gmu.edu/downloads/.

Mindgrub. “Work.” Mindgrub, www.mindgrub.com/work.

• Ensuring a users data is 
digitally guarded from a variety 
of malware attacks. 

• Working with INOVA to design 
an automated and ad-hoc 
malware analysis solution to 
can analyze files submitted via
email and API to see if they 
potentially contain malware

• Automate this malware 
recognition process of files 
that traverse the network and 
give them an optimal solution 
protect their clients and 
employees. 

Figure I - Cuckoo Analysis Report

● Above is a 
VirusTotal report 
verifying that a 
common utility is not 
malware

May 2nd, 2019

Objectives/Purpose

Approach/Tools Verification/Results

● Cuckoo report 
detecting a banking 
Trojan (malware)

Figure II  - VirusTotal Registry Match

Conclusions
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❏ There are many security vulnerabilities that occur due to 
improper design and implementation of security tooling.

❏ Our project seeks to eliminate these concerns by 
integrating with the standard library once, and exposing 
a single reusable interface for other applications to 
connect with. 

❏ Users of our library want a single source of truth for Java 
encryption that is extensible, easy to implement and 
maintain across multiple platforms, and provides a 
common interface between implementations.

Designing, Building, and Testing a Secure Android Utility 
Library

Nasrin Noor Ahmad, Jacob French, Christina Gomez-Sejas, David Haynes, Vu Nguyen
Sponsor: Leidos Inc.

Customer: David V. Szczesniak
Subject Matter Experts: Yaron Eidelman, Ammar A. Palla

We utilized multiple technologies in 
the development of our library, 
outlined below:

❏ GitLab / Git - The hosting 
platform for our code which 
allowed us to coordinate 
assignment of tasks as well as 
cooperate on coding.

❏ JUnit - The testing framework 
that we utilized to ensure that 
the functionality of the library 
could be verified and validated.

❏ Java Cryptography Architecture 
(JCA) - The foundational baseline 
for all cryptographic operations 
that occur in the Java language. 
We tapped into this extensively 
to leverage the cryptographic 
primitives that are exposed to 
high level applications. 

Background

Software/Tools

The primary objective of this project is to provide the 
customer with a single source for Java encryption that may 
be integrated across multiple projects. This primary objective 
is accomplished over three primary phases, with testing and 
documentation along the way. Therefore, there are four 
project objectives, outlined below:

1. Development of reusability security library that 
implements security control functionality

2. Continuously test the code that is written and 
compose documentation that adequately details the 
code

3. Extension of the library to include additional 
functionality as suggested by the Customer and 
Subject Matter Experts 

4. Implementing the library on an Android proof of 
concept application that demonstrates that the 
library functions as needed

Objectives

❏ The library that we developed contains a variety of 
commonly used functions/tools that have been designed 
to conform to the latest security standards. 

❏ It is reusable, extensible and can be integrated into any 
Java-based project may be enhanced to provide tools by 
which the security posture of the target system may be 
enhanced.

Conclusion

❏ Core functions of the 
library that encompass 
encryption, hashing, 
secure deletion, and 
secure connection were 
developed.

❏ Abstraction of 
functionality allows for 
data flow between 
components to enable 
cooperation of disparate 
classes to achieve 
common goals such as 
key storage.

❏ Unit tests that assist in 
the verifying and 
validation of the code that 
was written were 
composed and ran on a 
constant basis to ensure 
consistent quality of 
library functionality.

We would like to gratefully thank our sponsor from Leidos Inc., 
David Szczesniak, and Subject Matter Experts, Yaron Eidelman 
and Ammar Palla, for the opportunity and assistance provided 
for this project. We would also like to thank Gino Manzo, our 
George Mason University Senior Contact, for guiding us 
through our class and project.
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Results

Approach

❏ The utility library by itself does 
not provide any usefulness until 
it is integrated into a practical 
application that utilizes it. 

❏ We considered how users of our 
library would integrate it and 
modeled our solution and 
cryptographic abstractions based 
on that.

❏ One of the simplest baseline 
functions we used as a base 
case to analyze was the flow of 
data through the HashStore 
function.
❏ There are multiple 

sub-algorithm choices 
that users could 
potentially select.

❏ Data needs to come into 
the library from the user 
in order to be hashed 
properly.

❏ Valid hashes must be 
ran through the 
HashStore properly.

❏ We broke the composition of the project 
down into individual sections based upon 
the cryptographic functions that they 
represent.
❏ Crypto - There are two primary 

algorithm schemes for standard 
encryption and decryption 
operations: symmetric key and 
asymmetric key. We implemented 
both schemes into our library 
through the use of the AES and 
ECC algorithms. 

❏ Retrieval - This section included 
components that allow for secure 
network communication over the 
HTTPS protocol. In addition, users 
can choose to utilize synchronous 
or asynchronous methods  in 
order to retrieve data from 
remote servers. 

❏ Stores - We implemented a class 
to handle hash operations on 
files, strings, and byte arrays and 
additionally provide a mechanism 
for users to be able to verify and 
validate provided hashes.

Figure C. A Class Diagram depicting the class structure, methods, and dependencies 
within the library 

Figure D. An Implementation Concept Diagram displaying the flow of the library’s intended 
use case. 

Figure E. The library’s 
directory

Figure F. JUnit test results for the entire library

Figure G. An example of a class utilizing the library

Figure A. 
Gitlab

Figure B. 
JUnit
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• Generative Adversarial Networks (GANs) are 
efficient sources for producing datasets. 

• Satellite imagery present a unique problem as they are in 
high demand but hard to acquire.

• Satellite imagery cover large areas and require 
extremely granular spatial resolution to facilitate 
object detection.

• While there are many different computer vision methods 
used for identifying objects most are not trained on 
satellite imagery.

• A survey paper was created to evaluate the potential 
performance of different computer vision models for a 
GAN that produces satellite image datasets.

● The method required for this problem must have 
competent speed, computational requirements, and 
accuracy with geospatial imagery.

● Speed which takes into account:
○ Graphics processing unit (GPU) timing which is 

how long it takes to process a single frame of 
an image.

○ Frames per second (FPS) on high and 
low-resolution images.  This is related to how 
many images can be classified in a second.

● Computational resources which looks into:
○ The number of prediction boxes used in regards 

to the COCO dataset.
○ Required size for processing the image.
○ The GPU used.

● Accuracy of classification:
○ The mean average precision (mAP) of the 

method on small, medium and large objects.
○ The mAP for the intersection of union (IoU). 

● By looking at these metrics, a conclusion can be drawn 
for how the method would perform with the satellite data 
the GAN will have to produce.

● Four different methods were found to be suitable candidates:
○ Single Shot Detection (SSD)
○ Faster Regional Convolutional Neural Networks (R-CNN)
○ Mask R-CNN
○ You Only Look Once (YOLO)

● SSD and YOLO are the most efficient in terms of speed and technical 
overhead. 
○ This is useful for real time detection on things such as video 

streams.
● Mask R-CNN and Faster R-CNN perform better in terms of accuracy and 

adaptability to different image formats. 
○ These methods are much more accurate on smaller objects in 

relation to the entire image
● Due to their accuracy with smaller objects, Mask R-CNN and Faster 

R-CNN were chosen as final candidates.
● Mask R-CNN has pixel perfect accuracy, but requires a substantial 

amount of data to train on.
○ Stacked GANs combined with Mask R-CNN could lead to near 

perfect accuracy on high resolution imagery.
● Faster R-CNN provides only bounding boxes, but does not need as much 

data to work on.
● Due to its greater speed and ability to work with less data, Faster R-CNN 

was found to be the best candidate.

● Final Deliverable:
○ A technical survey paper outlining research of 

the problem area and recommended next steps.
● Methods Researched:
○ YOLO being used to classify video in real time 

detection.
○ The SSD is perfect for detecting more 

prominent features like deforestation, while 
remaining relatively lightweight.

○ The Mask RCNN is the most accurate of the 
options.

○ Faster RCNN provides a perfect balance 
between speed and accuracy.

● Recommendation:
○ Faster R-CNN is the best method due to its 

ability to remain extremely accurate, while 
needing a relatively small dataset and 
computational requirements.
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● In order to infer the effectiveness of the computer vision 

methods, they will be evaluated on different criteria.

● The survey will look at different computer vision 

methods commonly used for object identification.

● All the methods will be evaluated in the case of the 

COCO dataset, so there is some commonality between 

measurements.

● After evaluating the measurements, inferences will need 

to be made about how they would perform for satellite 

images.

● Once conclusions have been made, a method will be 

recommended for implementation in the GAN. 

The recommended computer vision method will be able to identify 80 
different objects in satellite images. 

A visual depiction of how the faster R-CNN method works.

This data from [4], [5], [6], and [7] demonstrates the capabilities of the researched 
vision methods.

May 2, 2019

http://www.facebook.com/pages/PosterPresentationscom/217914411419?v=app_4949752878&ref=ts
https://arxiv.org/abs/1409.1556
https://arxiv.org/abs/1311.2901v3
https://arxiv.org/abs/1311.2901
https://medium.com/@14prakash/understanding-and-implementing-architectures-of-resnet-and-resnext-for-state-of-the-art-image-cf51669e1624
https://medium.com/@14prakash/understanding-and-implementing-architectures-of-resnet-and-resnext-for-state-of-the-art-image-cf51669e1624
https://arxiv.org/abs/1506.01497v3
https://arxiv.org/abs/1506.01497
https://arxiv.org/abs/1703.06870v3
https://arxiv.org/abs/1703.06870
https://arxiv.org/abs/1512.02325
https://arxiv.org/abs/1612.08242v1
https://arxiv.org/abs/1612.08242


Phase One: Creating Requirements
• Derived from the National Institute of
Standards and Technology’s (NIST) Cyber
Security Framework. (See Fig. 2)
• Apply to the specific concerns of a
spacecraft and ground station
• Categorized based on
oFunction
oType

• Approximately eighty requirements were
created in the decomposition process

Phase Two: Applying the Requirements
• Applying the derived requirements
alongside established spacecraft/ground
station architecture to design models
oSysML Block Definition Diagram
oSysML Internal Block Diagram
oWhitebox Interface Control Document
(ICD) Table
oRequirements Diagram
oUse Case Diagram

The architecture is for a generic spacecraft
and ground station system. The design
takes into account the functionality of the
spacecraft and ground station in relation to
elements of cyber security. User
functionality was identified in the use case
diagram shown in Fig. 3. In addition, the
security measures and practices that would
need to be modified to improve the
security and resiliency of the system are
identified.

• Implement an IDS and IPS on both the
ground station and spacecraft
• Encrypt communications between the
spacecraft and ground station
• Air gap the control room of the ground
station
• Network Segmentation
• Defense in Depth
• Authorization and Authentication on
both the spacecraft and ground station

• Spacecraft and ground station systems
are increasingly under threat
• Such systems are typically not built with
security in mind
• Security must be implemented into the
design of systems from inception
• Designing, reviewing, and analyzing the
systems to prevent cyber attacks is
important to ensure the safety of
equipment

Purpose 
To create a secure model of a spacecraft
and ground station system, containing the
ground station, the spacecraft, and their
communications (Fig. 1), using Systems
Modeling Language (SysML) in Cameo
Systems Modeler, a modeling software.

A Cyber Secure Architecture and Design for a 
Spacecraft/Ground Station System

Joseph Beaubien, Doreen Joseph, George Shaffer, Patrick Donahue, Seth Glover
Customer: Dr. Michael Papay, Subject Matter Expert: Chris Mellroth
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•By comparing the functionality of the
system with our derived functional
requirements we were able to develop a
sample architecture (Fig. 4) that is cyber
secure while remaining generic
• Security polices should be implemented
alongside our architecture for maximum
effectiveness
• Security from conception is required to
ensure that the spacecraft and ground
station system are fully secure

Fig. 1. Concept of operations. The red arrows
represent the methods by which an adversary
can compromise the spacecraft, ground station,
and their communications, while the black
shields represent the protections put in place to
stop the adversary.

DESIGN

Fig. 4. SysML Internal Block Diagram. The boxes
in the diagram represent components of the
architecture, while the arrows indicate the
connectivity between them.

Fig. 2. Requirements Table. This table displays
our functional requirements, their owner and
what NIST requirement they were derived from.

Fig. 3. SysML Use Case Diagram. The user roles
(stick figures) are on the right with the use cases
(circles) of the system on the left.
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Perspecta, on behalf of the Department of Defense, has 
mission-critical applications running on servers all over 
the world. In the event of a compromised server, the 
DoD/Perspecta is unable to move an application with its 
data and dependencies in a timely manner. The objective 
of our senior design project is to develop an 
application/solution that will be able to securely move
software from a compromised server to a non-
compromised one. By containerizing, automating and 
orchestrating the mission-critical applications on the 
current servers, the DoD/Perspecta will be able to 
achieve this efficiently and securely.

- Gitlab-runner + Docker
o Have GitLab-runner agent listening to jobs
o When data is committed to repository, a job is 

triggered
o The YAML file is interpreted and a set of pre-defined 

commands are used to delete the old container 
mapped data in the running application and copy/map 
the newly pushed data into the right directory 

o As a server goes down, on shutdown the new data will 
be committed triggering the GitLab job and listening 
GitLab-runner will be able to receive and run the job 
conducting the fully application move with data 
persistence 

- Docker + central NFS server
o Setup a central NFS server in which we’ll map and 

configure all container volumes onto it
o If one container dies, we’ll be able to spawn another 

container of the same application while having our 
data mapped and persisted onto the NFS server

- Kubernetes 
o Orchestrate Method 2
o Have a master for configuration and deploying our 

application onto worker nodes
o Have an underlying NFS server for data persistence 

across all nodes/pods
o As nodes/pods fail or get deleted, Kubernetes will 

schedule new pods onto other available worker 
automatically without any human intervention.

o Data will persist as all deployments will be using an 
NFS persistent volume claim that’ll map the data into 
one central location

The focus of this project is to minimize risk while maintaining 
optimal performance, availability and minimal cost in the use 
of mission-critical applications. Through the use of 
containerization, automation and orchestration technologies this 
can be implemented to efficiently and securely achieve this 
functionality. The methods provided are all proven to be working in 
environments similar to Perspecta’s. We provided a thorough 
report detailing all three methods along with how to implement 
them, and the pros and cons of each method. As mentioned earlier, 
Perspecta is going to use this product on behalf of the United 
States Department of Defense, and due to the nature of their work 
that Perspecta is going to apply their method of choice to, we were 
unable to assist with the actual implementation of the methods. 

Introduction

Aim

Method 1 (Brute force)

Web Interface

Conclusion

Web Interface Cont.

Our goal in this research is to propose solutions on how 
we can move applications with all interdependencies
from one server to another. The transfer should occur 
when the reporting server hosting the application has an 
unacceptable risk level.

CRL (Current Risk level) > ARL (Acceptable risk level)

Risk level should be determined by an infrastructure level 
Vulnerability scanner or manually reported by 
Cybersecurity personnel if needed. The transfer, setup, 
and hosting of an application should be fully automated 
with minimal human interaction. For example: Assuming 
that the ARL is 6/10 and Server A CRL is 9/10, the 
applications and interdependencies on Server A will be 
packaged and transferred to another server that will be 
able to host the application.

Find a solution that’s
Lightweight

Efficient/Fast
Secure

Resilient
Scalable

DevOps as a method for

Collaboration
Managing tasks

Sharing code, ideas and resources
Building and Testing

Automation

Experiment with new 
technologies

Source Control & CI/CD: 
Gitlab

Containers: Docker
Orchestration: Kubernetes 
Configuration Automation: 

Ansible 
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Method 2 (Optimal)

Method 3 (Unfavourable)

-Web Interface Architecture
• User starts off sequence
• Server sends out requests to 

docker method
• CPU utilization is gathered
• Docker method handles the 

transfer
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Methodology
The team selected four models to test and 
refine: 
● Text Clustering
● Deep Learning
● Logistic Regression
● K-means Clustering
These models were tested on a dataset that 
most closely aligned with the project’s goals. 
This dataset came from a red team exercise 
conducted by the United States Military 
Academy at West Point and the National 
Security Administration. The team relied partly 
on GMU’s Argo Cluster (Figure 1) for heavier 
computations in the second half of the project.

This research effort has shown the potential of 
deploying Machine Learning techniques in 
Closed Networks for Cyber Security. 
Our goal was to determine which frameworks 
would be suitable for use in cyber security 
implementations. We have identified two 
frameworks that show potential:
● Text Clustering 
● Logistic Regression
We believe that with continued testing, they 
can be effective in detecting anomalous events 
in a closed network. Further research should 
continue to improve these models and 
integrate them into commercial intrusion 
detection products.

We would like to thank Progeny Systems for 
assistance in this project. We appreciate the 
time and effort from our SME Scott Lewis. 
Special thanks to Dr. Peggy Brouse, Gino 
Manzo, and Rock Sabetto for helping provide 
this opportunity. This project utilized computing 
resources provided by the George Mason 
University Office of Research Computing.

The team has selected two models as recommendations for use based on 
testing: Text Clustering, Logistic Regression. In addition to these models, the 
team recommends utilizing multiple framework in series to maximize the 
effectiveness of each. 
Below are the results for all four models chosen for testing. The following images 

are graphical representations of each model:

The GMU ARGO 
cluster
(Depicted to the 
Left)

K-Means Clustering
The team was unable to fully deploy 
a Deep Learning Autoencoder Model 
due to heavy reliance on large 
volumes of robust data, increased 
execution time, and other reasons. 

Deep Learning

Shows some promise, as the model fit 
score is 0.8125 out of 1.0 for a 
Perfect Fit Score. This is far from 
conclusive, as further testing will be 
required to improve this score.

Logistic Regression

Results

Text Clustering
Effectively classified large amounts of 
traffic as legitimate, but had a very 
high false positive rate for identifying 
malicious traffic.

Date: May 2, 2019

One of the most challenging problems in 
cybersecurity is creating tools that:
● Detects malicious activity within a network
● Alerts users of possible intrusions while it 

flags those events
● Creates a baseline of anomaly detection

This project addresses this challenge by 
integrating machine learning frameworks into 
the intrusion detection process. Machine 
Learning provides a unique opportunity to 
create adaptive algorithms and more 
sophisticated pattern recognition to automated 
the detection process.

Purpose Conclusion
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The model placed the data points into 
one of two groups (“normal” or 
“malicious”), but had a high rate or 
misclassification, however, with 
more time and refinement this model 
could be used in the future.
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