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Abstract

Organizations must comply with multiple regulatory 
frameworks. Building separate compliance programs is 
inefficient and expensive. Manual mapping is error-prone and 
difficult to scale. Compliance standards are constantly 
evolving.
NLP/ML automation addresses these challenges by: 
● Reducing human error
● Improving scalability
● Enhancing adaptability to changing regulations

• Data Collection:
○ Extract control data from regulatory frameworks
○ Standardize format for consistent analysis

• Text Pre-processing:
○ Tokenization
○ Lemmatization
○ Stop-word and punctuation removal

• Vectorization:
○ Utilize spaCy’s word embeddings to represent 

control text.
○ Fine-tune embeddings for domain-specific 

terminology if necessary.
○ Convert processed text into numerical 

representations for similarity analysis.
• Entity Recognition:
○ Identify control identifiers, requirements, 

objectives
○ Map technical terms to standardized glossary
○ Train spaCy model with manual annotations

• Similarity Analysis:
○ Apply multiple algorithms to determine alignment
○ Cluster semantically similar requirements

• Performance Evaluation:
○ Validation against known mappings
○ Human expert validation

For our project, we tested five different similarity 
algorithms, including cosine similarity, soft cosine 
similarity, Euclidean distance, and Levenshtein 
distance. After evaluating their performance, we 
determined that the soft cosine similarity algorithm 
provided the most accurate results when used with our 
custom-built language model. Below are examples 
extracted from our similarity report.

● Hierarchical structure of compliance frameworks
● Maps controls across NIST CSF, HIPAA, PCI-DSS, ISO 

27001, and NIST 800-53r5
● Identifies common control areas and specific 

requirements
● Shows relationships between different standards

NLP/ML techniques can automate 
regulatory requirement mapping

Key achievements:
● Demonstrated feasibility of 

automated mapping approach
● Identified challenges in semantic 

understanding
● Established framework for future 

improvements
● Recommendations for 

improvement:
○ Use state-of-the-art NLP models 

for better context extraction
○ Standardize data formats to 

reduce inconsistencies
○ Incorporate domain-specific 

ontologies
○ Enhance training data quality

● Benefits for organizations:
○ Reduced time, cost, and effort 

for compliance management
○ Improved consistency and 

reliability
○ Better adaptability to changing 

regulations
○ Foundation for intelligent 

compliance management 
systems

Unified Common Control
Framework

Organizations face complex, overlapping regulatory 
compliance requirements. Frameworks include NIST 800-53r5, 
NIST CSF, ISO 27001, HIPAA, and PCI-DSS. A UCCF maps 
multiple frameworks into one unified structure. Existing UCCFs 
contain errors due to manual mapping processes. Our 
approach: Use NLP/ML to automate and optimize regulatory 
requirement mapping. Goal: Create effective, efficient, and 
error-free compliance programs

Introduction

Methodology

Taxonomy

ConclusionSimilarity Algorithms

Constraints And Problems
➤Time ➤Resources ➤Device don’t meet the requirement ➤Large set of data ➤Ambiguous regulatory language creates interpretation challenges
➤Framework updates require retraining and validation



INTRODUCTION
Our project aims to explore the use of Visual Language Models 
(VLM) in the evaluation of multi-robot formations and symbol 
detection. A Robot Operating System 2 (ROS 2) based system [1] 
was integrated with a VLM to generate and assess multi-robot 
formations and evaluate symbols. 

BACKGROUND
This is a continuation of last year's work which introduced a 
network attack on a multi-robot system. This year, we have 
upgraded the robot system by updating the operating system to 
ROS 2, using a Data Distribution Service (DDS) server for multi-
robot communication, integrating a Jetson AGX Orin as well as a 
camera to our master robot, and setting up Agent Studio to 
operate VLMs [2]. We tested different VLM options to find which 
model would be best for symbol detection. The LLaVa-v1.5-7B 
model [3] performed the best and was then used for detecting robot 
formations.

RESEARCH QUESTION
Can a VLM detect robot formations based on one elevated 
viewpoint? Can a VLM detect a cyber attack against robot 
formations?

DISCUSSION/CONCLUSIONS
The VLM was able to successfully identify many of the 
formations. However, the VLM would often struggle to identify 
the vertical formation as the robots would appear hidden behind 
one another. This led to hallucinations during attack detection.

Figure 2: This figure shows the number of successful formation detections 
by the VLM out of ten trials.

REFERENCES:
Our research can be found in a GitHub 
Repository located in the QR Code.
[1] “Humble hawksbill.”
[2] NVIDIA, “Nvidia jetson ai lab.”
[3] liuhaotian, “llava-v1.5-7b.”
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Figure 4: This figure illustrates the VLM detection testing of the 
pointed formation. The Jetson is elevated viewing the blue robot 
as the point and the pink and red robots situated behind in a line.

METHODOLOGY
There are four different formations, a vertical line, a 
horizontal line, a triangle rotated 90 degrees, and a 
triangle with the point facing the VLM. The formation 
testing was then conducted in the following manner:

1. Initial Formation Detection
2. Second Formation Detection
3. Attack Detection

For each step, the VLM was asked to identify the robots' 
positions and geometric pattern. The attack causes one 
robot to drive out of the VLM's field of view. The 
experimental set up can be seen in Figure 4 and the 
attack framework in Figure 3.

Figure 1: This figure shows the average detection time for both 
formations and the attack and data for each trial.
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Figure 3: The top diagram illustrates the robots in a correct 
formation. The bottom diagram shows the attacked formation.
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BACKGROUND

Design hands-on labs that strengthen student understanding of 
ICS cybersecurity by:
• Introducing core components, zones, and communication 

flows within ICS/OT network architectures
• Exploring both passive and active monitoring techniques to 

observe and defend industrial networks.
• Detecting and analyzing cyber threats through real-time 

traffic inspection and alert correlation.

Our project centered on the Industrial Automation and Control Systems 
(IACS) Cybersecurity Lab, designed to bridge the gap between 
theoretical ICS knowledge and real-world application. Through immersive 
labs focused on network architecture, monitoring strategies, and threat 
detection, students will gain valuable insights into the unique challenges of 
securing operational technology (OT) environments. By engaging with 
native system tools, analyzing live traffic, and correlating alerts, they build 
the essential skills needed for effective threat hunting and incident 
response. Ultimately, this lab empowers future cybersecurity professionals 
to think critically, troubleshoot confidently, and defend ICS environments 
against evolving cyber threats.

Industrial Automation and Control 
Systems Cyber Security Lab 

OBJECTIVES

RESULTS

CONCLUSION

• [1] P. Ackerman, Industrial Cybersecurity: Efficiently Monitor the 
Cybersecurity Posture of Your ICS Environment. Birmingham, UK: 
Packt Publishing, 2021.

• [2] MITRE Corporation, PR 14-3929 Cyber Exercise Playbook 
(MITRE Playbook). https://www.mitre.org

• [3] E-ISAC and SANS, Analysis of the Cyber Attack on the Ukrainian 
Power Grid. https://www.nerc.com/pa/CI/ESISAC/Documents/E-
ISAC_SANS_Ukraine_DUC_030216.pdf

Reference

Figure 3: Intrusion Detection using Suricata

Figure 1: Deploy and configure a Security Onion VM as a 
passive security monitoring tool.

Figure 5: Malware Analysis using IDA Free
Figure 2: sending events such as blocked and allowed 

connections and other interesting information to a syslog

Figure 4: Passive Security Monitoring Topography

The IACS Lab provides hands-on experience
simulating real-world cyber threats.

   Students interact with virtualized ICS components and 
cybersecurity tools to develop practical skills

Exercises cover Passive and Active network 
monitoring techniques as well as Threat Hunting scenarios.

Role of the IACS Cybersecurity Lab in Student Learning:

The lab supports theoretical understanding of network   
monitoring, log analysis, threat detection, and 

defensive response in operational environments.
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Project Overview

Tools Used:
● PyTorch: For building, training, and testing the Wav2Vec2 ASR model.

● LibriSpeech Dataset: For clean audio samples.

● Custom Audio Samples: For additional evaluation.

● Adversarial Attack Libraries: To create FGSM and BIM adversarial 
examples.

● Audio Watermarking Techniques: For detection and defense 
evaluation.
Objective:

● Simulate adversarial attacks on ASR models.

● Develop and test multi-layered defense mechanisms.

● Measure and compare performance using Word Error Rate (WER) and 
detection accuracy.

Visual comparison of clean and adversarial audio inputs. FGSM and BIM attacks 
introduce subtle changes that mislead ASR systems while remaining imperceptible to 
humans.

Adversarial Training 

● Incrreaces robustness by injecting adversarial samples duriong model training
● reduces WER from 0.50 → 0.22 (BIM) and 0.35 → 0.16 (FGSM)

Adversarial attacks such as FGSM and BIM are techniques that add subtle perturbations 
to audio inputs. These perturbations are designed to mislead ASR Models while 
sounding natural human listeners. Our Framework targets attacks to improve Voice-AI 
system resilience

>Input : Clean audio (LibtriSpeech + custom 
data)

>del Wav2Vec2 ASR

> Attacks FGSM and BIM adversarial examples

> Defence (1. Adversarial Training 2. Audio 
Watermarking Detection) 

> Evaluation Compare 
WER and detection accuray

Despite technical challenges, our team maintained high-quality output. 
We used adaptive filtering to remove adversarial noise, and pruning of 
the model to enable fast, accurate inference on limited hardware. We 
optimized training using smaller batch sizes, extra epochs, and memory 
savings using parallelization and lazy loading. To aid reproducibility, the 
whole environment was containerized using Conda.

To build a resilient Voice AI system, the team 
tried a pre-trained speech recognition model in 
a testing environment through open-source 
tools and Python libraries for audio processing 
and transcription. Baseline performance was 
also checked using various speech samples in 
Jupyter Notebook. The modular design makes 
it easier to integrate future adversarial 
defenses, deploy it to the cloud, and regularly 
improve accuracy, security, and scalability.

Enhancing Voice-AI Systems through 
Adversarial Defense and Voice 

Verification

Goal: Our project focuses on enhancing the 
security of Voice-AI systems by developing robust 
defenses against adversarial attacks targeting 
automatic speech recognition (ASR) models.
Problem: Current ASR systems are vulnerable to 
subtle adversarial perturbations that manipulate 
audio inputs without human detection, resulting in 
misclassification and potential unauthorized 
access.
Approach: We implemented and evaluated 
adversarial attacks on a Wav2Vec2 model and 
explored two defense strategies: adversarial 
training and audio watermarking.
Outcome: Our framework aims to improve the 
resilience of Voice-AI systems while maintaining 
high usability and low false positive rates.

Tools & Objective

Adversarial Attacks & Defense on ASR

Solution

Conclusion

Results

Scenario WER (Before 
Defence)

WER (After 
Defence)

Clean 0.07 0.09

FGSM 0.35 0.16

BIM 0.50 0.22

Model Preformace & Detection Accuray

● FGSM Detection Accuray 90%
● BIM Detection Accuray 95%
● Attack success rate dropped from 65% → 20%
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Introduction

To support efforts in identifying victims of child exploitation, this project is 
organized into two main phases that build on one another. The first phase 
focuses on collecting and organizing school logos from across the United 
States by accessing public data sources and school websites. This 
creates a centralized logo repository that can later be used for comparison 
purposes. The second phase involves developing a system that can 
recognize logos found in images and match them against the collected 
database to help determine where the image may have originated.
This approach allows for a more efficient and scalable way to assist law 
enforcement with victim identification. By breaking the project into stages, 
we are able to ensure each part of the process can be improved or 
expanded over time. The goal is to create a reliable tool that reduces the 
amount of manual work analysts currently face, while still maintaining 
ethical standards and data integrity throughout the process.

Our methodology involved a two-step process: data collection and feature-based comparison.

In the data collection phase, we utilize the Schoolidentificationscript.py script to retrieve official 
school website links. This script automates the process of searching for school websites by 
searching DuckDuckGo with school names and counties, filtering out non-official sources using a 
blacklist. The extracted URLs are then stored in a CSV file for further processing.

In the feature-based comparison phase, we used the Createdatabaseandcompare.py script, 
which uses OpenAI’s CLIP model to generate feature vectors for school logos. The script 
extracts both image and text embeddings to enhance accuracy in logo identification. These 
embeddings are stored in a Chroma database, which allows retrieval of similar images through 
nearest neighbor searches. When a new logo is queried, the system compares its embedding 
against stored vectors and returns the most similar results.

One of our goals was to find official school website links using browser automation and NCES 
data. To accomplish this, we created a web scraper that would iterate the NCES data file and use 
each school’s name and county to create a search query. The first three links were checked for 
keywords which are often found on school websites and if there was a match the website's URL 
would be appended to the website column for the respective school in the NCES data file. If a 
school had a website, it would usually show up within the first three search results, and the 
keywords were used as a mechanism to filter out false positives and verify true positives.

Also, we developed the Clipextractor.py script to automate logo extraction from school websites. 
This script utilizes the Playwright library to capture full-page screenshots of school homepages 
and processes these images using OpenAI’s CLIP model. It applies image preprocessing 
techniques such as contour detection and thresholding to isolate potential logo regions. The 
extracted logo candidates are then compared against a reference text description, “a school 
logo,” using cosine similarity between image and text embeddings. The region with the highest 
similarity score is selected as the most probable school logo and saved for further analysis.

This project highlights the potential of integrating web scraping 
techniques with machine learning to optimize victim identification in 
CSAM investigations. By utilizing NCES data and browser 
automation, we effectively designed a system that recognizes and 
classifies school websites, forming a core repository for law 
authorities. This database acts as a significant resource for 
investigators, allowing a quicker and more efficient geolocation 
efforts while reducing effortful manual work. Onward, enhancing 
the framework's accuracy and developing its dataset will enhance 
its dependability. This project signifies an important action towards 
optimizing incident victim identification and assisting in the quick 
rescue of at-risk childeren.

[1] National Center for Education Statistics, “The NCES Fast Facts Tool provides quick answers to 
many education questions (National Center for Education Statistics),” Ed.gov, 2022.
https://nces.ed.gov/fastfacts/display.asp?id=84

[2] A. Kumar, A. Anand, and S. V, “DevOps and Tools Used: A Systematic Review,” International 
Journal of Engineering Science Invention (IJESI), vol. 11, no. 2319–6734, pp. 216–221, Jun. 2022, 
Accessed: Nov. 01, 2024. [Online]. Available: http://www.ijesi.org/

[3]  “Pytest: helps you write better programs — pytest
documentation,” docs.pytest.org. https://docs.pytest.org/en/stable

In this project, we implemented the methodology using Python 
libraries. For the first goal, we used the Playwright library 
alongside an NCES database to compile a comprehensive list 
of schools and their websites. Using this database, we 
leveraged Playwright and CLIP libraries to capture a 
screenshot of each school’s homepage. From there, we used 
object detection techniques to isolate school logo screenshots 
from the broader webpage images. Both screenshots were 
saved in separate folders labeled with the school’s NCES ID. 
These files helped expand our school information database, 
enabling comparisons between user-submitted photos and 
collected images to generate a list of similar logos.

Logo Geolocation in 
Child Abuse Materials

For cases involving child sexual abuse material (CSAM), law 
enforcement agencies often rely on image analysis to help 
identify and locate victims. One key method of doing so 
involves finding school logos in these images. This helps 
create a geolocation, or a geographic clue, of the victim based 
on their environment. To help make this process more 
efficient, Homeland Security Investigations (HSI) Child 
Exploitation Investigations Unit (CEIU) Victim Identification 
Program (VIP) created an initiative to make a logo repository 
for all schools in the United States. By combining web 
scraping tools with advanced machine learning techniques, 
this project seeks to streamline the process and enhance the 
precision of victim identification for all law enforcement, while 
also ensuring strict ethical guidelines are maintained. The tool 
is designed to support investigators by reducing manual 
workload and accelerating the identification process, ultimately 
helping locate and rescue victims more quickly.

Approach

Methodology

Conclusion

References

Results

We sincerely thank our mentor, Armin Tadayon, for their 
guidance and support throughout this project. We are grateful 
to our sponsors at HSI — Jonathan Jerez, Brian Josey, and 
Stephen Reuther — for their insights and commitment.
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INTRODUCTION

Our project aims to utilize AI to assist the Federal Communications Commission 
(FCC)  create new or modify preexisting  cybersecurity policies for the 
communications sector.

Our objectives include: 

•Leveraging generative AI and NLP to analyze  public information related to 
cybersecurity threats, risks, and vulnerabilities.

•Designing a scalable AI-driven policy engine that can process data and 
produce proper insights.

•Automating the identification of emerging cybersecurity trends to support 
proactive, evidence-based policymaking.

•Enhancing cybersecurity resilience in communications infrastructure through 
targeted policy recommendations grounded in data.

The project was split into four core tasks: public source collection, parsing and scraping, dataset creation, and finally finetuning

• Public Source Collection: In this process, the team collected publicly available sources from federal, private, and academic 
sectors. Sources were stored in url or pdf format to aid with scraping and parsing needs

• Parsing/Scraping: 2 python scripts  (one for urls and one for pdfs) were created to extract data from the collected sources and 
save as a .txt file. These files multiple times in different environments to ensure quality of output and usability.

• Dataset Creation: A python script was created to convert all text files into a JSONL file with chat completion prompts, to allow 
for ChatGPT fine-tuning. This script used OpenAI to create the chat completion format, which allowed for a dataset with 
unified formatting to be created.

• Fine-Tuning: Two methods were tested for fine-tuning, aggregate and iterative. Aggregate fine-tuning consisted of a 
combining all JSONL files into one large JSONL file and utilizing it as a data set to training; whereas iterative fine-tuning 
consisted of the creation of "mini-models" created for each JSONL file. Our team found the iterative process was less prone to 
formatting errors and thus, lent to an easier fine-tuning process.

The AI-enhanced policy engine allowed for the efficient and accurate querying and analysis using the custom dataset created, 
which could greatly aid policy generation. Our fine-tuned GPT model was successful in producing correct, detailed, and context-
aware policy recommendations which are aligned with the telecommunications cybersecurity policy findings from federal, private, 
and academic sectors.

We would like to express sincere gratitude to our project 
sponsor Jeffery Goldthorp, the FCC, and the collaborating 
UMW team. Their support and guidance. Additionally, special 
thanks to our academic professor Dr. Morsy, Dr. Wei, and the 
George Mason University's CYSE department for their 
continuous support throughout this project. 

Artificial Intelligence Applied 
to Cyber Security Policy

Goals: 
• Utilize advanced AI techniques to parse and analyze public policy-focused 

sources related to cybersecurity threats, risks, and vulnerabilities in the 
telecommunications sector 

• Develop a policy engine to suggest improvements in cybersecurity policy for 
reducing risks in the telecommunications sector

Milestones: 
• Gathering good quality, public sources to serve as a dataset to finetune an 

existing AI model to query, analyze, and suggest ideas for new and existing 
policies relating to cybersecurity in telecommunications

• Develop a data scraping component to collect and compile the relevant 
information from gathered sources

• Cleaning and formatting data that was then transformed into a structured dataset 
format ensuring consistency and ease when fine-tuning

• Fine-Tuning ChatGPT with the created dataset, which served as a training set for 
our policy engine to create a specified knowledge base 

AI Policy Engine Overview: 
• Incorporates a fine-tuned language model trained on curated data
• Capable of generating targeted cybersecurity policy suggestions
• Language model processes large datasets to identify patterns and produce 

contextually relevant outputs
• Chatbot-style interface for user queries and tailored recommendations

OBJECTIVES

METHODLOGY

RESULTS ACKNOWLEDGEMENTS

Overall, our project:

• Successfully demonstrated AI integration into regulatory processes to enhance 
cybersecurity policy development

• Created and tested an easy use and implement solution for organizations that 
hope to use an AI model trained on a specific set of data.

• Created  scraper and parser utilities gathered diverse data from credible federal, 
academic, and regulatory sources for fine-tuning.

• The AI policy engine automated and assist the manual and labor intensive task of 
policy analysis and creation, and thus improved scalability and accuracy in policy 
generation and analysis.

• Ethical considerations were included to manage AI deployment, ensuring 
transparency and data protection.

• The project offers a practical solution for federal and private regulators and 
opens future research into improving data scraping and AI usage and fine-tuning.

CONCLUSION

{"messages": [{"role": "system", "content": "You are an AI assistant specialized in United 
States federal policy and international supply chain strategy."}, {"role": "user", "content": 

"Can you explain the US federal initiatives to enhance supply chain security and 
innovation?"}, {"role": "assistant", "content": "The United States has introduced several 
initiatives to enhance supply chain security and innovation through legislations like the 
Bipartisan Infrastructure Law, the CHIPS and Science Act, and the Inflation Reduction 

Act. These initiatives focus on rebalancing global supply chains to make them more 
secure, resilient, and trustworthy by restoring the production of critical goods to the US 

and its allies. The 'Build America, Buy America' mandate ensures Federally-funded 
projects prioritize domestic production. Additionally, Executive Orders like EO 14017 

'America’s Supply Chains' and EO 13873 and 14034 focus on securing information and 
telecommunications supply chains. The US collaborates with allies through entities like 
IPEF and the Quad Critical and Emerging Technology Working Group to improve cross-

border supply chain risk management, aiming to ensure digital technologies are reliable 
and attract international support for an open, secure Internet."}]}
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Background

• Explore how AI can be used to generate and enhance 
malware.

• Study how AI-driven malware generation and adversarial 
methods such as jailbreaking can be used by attackers to 
bypass ethical safeguards and security measures.

• Compare and contrast the effectiveness of certain prompts 
against current AI models and tools.

• Discover patterns between said prompts to draw conclusions 
regarding current models.

• Determine the effectiveness of malware generated by AI 
chatbots.

• A variety of AI chatbot models were selected, including ChatGPT, Claude, 
Grok, Deepseek, and others, to compare their behavior and response 
consistency.
• Prompts were used in different formats framed as educational, instructional, 
or exploratory to test how each model responds to potentially harmful 
requests.
• The objective was to examine how AI models could be jailbroken to 
generate malicious code, and to identify which approaches were most 
effective.
• Generated code samples were reviewed and submitted to VirusTotal to 
assess whether they were flagged as malicious by antivirus engines.
•Patterns were analyzed across models, prompt styles, and testing dates to 
evaluate model vulnerabilities and behavior over time.
• Jailbreak techniques were categorized based on general approach (e.g., 
roleplay, iterative prompting, instruction override) to support comparative 
analysis.
• Mitigations and model responses to jailbreaking attempts were documented 
to assess the effectiveness of built-in safety mechanisms and identify areas 
for improvement in future model development.

• Most common type of attack output was keyloggers and 
ransomware.

• Many models produced realistic code even although 
detection scores were low.

• Model responsiveness declined overtime, likely due to 
updates or stricter safety enforcement.

• When enhancing malware, AI generated longer code.

Artificial Intelligence 
Safety – Team Alpha

The increasing capabilities of generative AI 
models present both technological advancement 
and significant cybersecurity risks. This project 
investigates how AI chatbots can be manipulated 
through adversarial techniques such as 
jailbreaking to generate malicious code. By 
analyzing multiple models using prompt 
engineering strategies, the study evaluates each 
model's susceptibility to producing harmful 
outputs and bypassing ethical safeguards. Static 
and dynamic malware testing further reveals how 
these models behave under varying conditions, 
offering insights into their vulnerabilities and 
limitations. The findings aim to inform AI 
developers, cybersecurity professionals, and 
policymakers on mitigating AI misuse and 
reinforcing defenses against AI-enabled threats.

Objectives

Methodology

Notable Datapoints

Results

As AI technology continues to evolve, malicious actors are 
increasingly leveraging its capabilities to create more 
sophisticated and adaptive attacks. This project explored how 
AI can be exploited by malicious actors to generate malware 
circumventing built-in restrictions and ethical safeguards, 
through the use of jailbreaking prompts.

Conclusion

We would like to thank MITRE for sponsoring this project. We 
would also like to thank the MITRE team, Rock Sabetto, 
Dvesh Agarwal, Maxwell Dueltgen, and our mentor Dr. Jones 
for providing us guidance, support, and insights throughout the 
course of our work.
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Background:
Implementation: Researching Objectives 2-5  to create main use case (Objective 1). 
● Objective 2: Countermeasures

○ AI solutions better than only human solutions against phishing. 
○ Cybersecurity trained people still prone to errors. 

● Objective 3: Organizational Resources
○ Some great resources are: Data Encryption, Access Controls , Network Security [1]. 

● Objective 4: Professional Skills
● Important Skills to Learn: Natural Language Processing (NLP) for Text Analysis, URL and Link analysis [2].
● Objective 5: Market Conditions

○ Phishing protection more advanced -> attackers try to exploit social engineering differently demanding 
security teams -> leading to no job losses [3].

Validation: 
● Researching effectiveness of closed vs open source tools on email database of 60 emails.
● Correct : Confidence Percentage of 80% of higher and Correct Identification.
● Failure: Lower than 80% or Misidentification.
● False Positive: Legitimate email labeled as phishing.
● False Negative: Phishing email labeled as legitimate. 

● Demonstrates possibility of AI tools being used to defend phishing. 
● Open-source and closed-source AI tools exhibit effectiveness in 

detecting phishing emails. Tools like Grok & Deepseek demonstrate 
100% success rates. 

● Open-source tools typically require more technical expertise and 
configuration to equal closed source tool performance: current closed 
source tools easier to use. 

● Currently, humans and AI tools should work together for best results. 
● Future Directions: Increase sample base, Adversary Training Against 

AI Model, Email Filter Tests

[1] H. Padmanaban, “Privacy-Preserving architectures for AI/ML 
Applications: methods, balances, and illustrations,” Journal of Artificial 
Intelligence General Science (JAIGS), vol. 3, no. 1, pp. 235–245, Apr. 
2024, doi: 10.60087/jaigs.v3i1.117.
[2] Devendra Sambhaji Hapase and Lalit Vasantrao Patil, 
“Telecommunication fraud resilient framework for efficient and accurate 
detection of SMS phishing using artificial intelligence techniques,” 
Multimedia tools and applications, Mar. 2024, doi: 
https://doi.org/10.1007/s11042-024-19020-2
[3] Acemoglu, Daron, and Pascual Restrepo. 2019. "Automation and New 
Tasks: How Technology Displaces and Reinstates Labor." Journal of 
Economic Perspectives, 33 (2): 3–30.

Software Security During 
the Rise of AI

Abstract:
● Our senior design project involves exploration of the application of 

AI as a cybersecurity measure against phishing emails. 
● Compare open-source vs closed-source AI tools like ChatGPT-4o 

and Deepseek in identifying phishing emails based on email 
database. 

● Experimental method compares AI detection with human 
performance on legitimate vs phishing emails  
(labelled/unlabelled). 

● Success rates and confidence levels quantifies performance, cost-
effectiveness, and overall viability of each tool in a working 
environment. 

● Last phase of analysis tests hypotheses derived from comparative 
results in a bid to ascertain if open-source AI software can be 
applied substituted for closed-source tools.

Problem Statement: Identify the different security risk avenues, 
attack vectors, and countermeasures that AI can be impacted by and 
utilized to perform using open source AI tools, datasets, and models.

Requirements & Methodology:

Implementation and Validation: 

Results: Tool Ranking with Final Performance Metrics 

References: 

Conclusions: Final Remarks

We would like to extend our heartfelt thanks to everyone who 
contributed to the success of this research. We are especially grateful 
to: 
● MITRE for funding the project and providing valuable guidance, with 

special thanks to Rock Sabetto, Sujay Kandwal, and Joseph Walter 
for their technical guidance and continued support. 

● GMU: We would like to offer our sincerest gratitude to Professor 
Mingkui Wei and Professor Christine Alonzo Yee for their facilitation, 
support, and constructive feedback.
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Main Use Case : As Part of Objective 1, we focused on the comparison of open 
source tools, closed source tools, and humans in finding & generating phishing 
emails
1. How do the success rates compare between open source and closed AI tools at 

identifying different categories of phishing emails?
a. i.e Human Generated
b. AI Generated
c. Emails from our Inboxes

2. How do the success rates compare between humans and closed AI tools at 
generating phishing emails?

3. How do the success rates compare between humans at finding phishing emails 
compared to the tools in question 1?

Methodology:
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Introduction

The network is designed using a hierarchical enterprise 
architecture consisting of core, distribution, and access layers 
to simulate realistic and scalable environments. At its core, 
Router-1 connects the internal network to the external internet 
and manages routing via OSPF. Switches 3 and 4 serve as 
distribution switches, enabling policy-based routing and 
redundancy through EtherChannel and FHRP. Switches 1 and 
2 form the access layer, connecting to virtual PCs and 
implementing VLANs, port security, DHCP snooping, and 
dynamic ARP inspection for segmentation and security. The 
cloud node provides simulated internet access, while tools like 
Wireshark and tcpdump are integrated for traffic monitoring 
and PCAP generation. This modular design enables flexible 
customization of devices, protocols, and user behaviors to 
support security research, traffic analysis, and training use 
cases. 

The project successfully developed a flexible, Python-based 
framework within GNS3 to simulate realistic enterprise network 
environments and generate synthetic PCAP data. The network 
topology included a core router, distribution and access 
switches, and end-user devices, all configured with enterprise-
grade protocols like OSPF, VLANs, DHCP, NAT, and security 
features such as ACLs and port security. Automated scripts 
enabled dynamic network creation, user behavior simulation, 
and traffic capture using Wireshark and tcpdump. The 
synthetic traffic closely resembled real-world patterns, making 
it useful for testing security tools and conducting network 
analysis. Despite resource limitations in virtual environments, 
the system proved effective and serves as a valuable tool for 
cybersecurity research and education.

The methodology centers on developing a customizable and automated framework within GNS3 
to simulate diverse and realistic network traffic for cybersecurity research and security tool 
evaluation. Rather than focusing solely on network architecture, this approach emphasizes traffic 
behavior, data collection, and analysis. Python scripts are used to emulate a range of user 
activities—including web browsing, file transfers, and enterprise application usage—to create 
dynamic, varied traffic patterns that mirror real-world usage. Traffic is captured using tools like 
tcpdump and Wireshark at multiple network points, allowing for comprehensive PCAP data 
generation. To ensure accuracy and consistency, system logs are collected and synchronized via 
Syslog and SNMP, providing contextual data for packet-level analysis. The generated PCAP files 
are then validated against real-world traffic profiles from enterprise and ISP environments to 
assess their realism and utility. Additionally, the framework includes detailed documentation and 
a user-friendly configuration interface, enabling easy replication, scalability, and customization for 
future testing, research, and training use cases. 

Our team would like to thank Dr. Henry Coffman for serving as 
our mentor and guiding us throughout this project. We also 
extend our thanks to our sponsor POC, and to our technical 
SMEs, Dayton Jung and Eric Epstein, for their valuable 
support. Finally, we would like to thank our sponsor 
organization, Noblis, for providing us with the opportunity to 
work on this project. 

The Design of a Framework for Synthetic 
PCAP Data Generation and Network 

Simulation

Modern networks are increasingly complex, making it difficult 
to obtain real-world traffic data for cybersecurity research due 
to privacy, cost, and accessibility constraints. To address this, 
we present a flexible framework for generating synthetic PCAP 
data and simulating realistic network environments using 
GNS3, an open-source network emulator that enables the 
design and testing of diverse topologies with real device 
images. Our solution is deployed on Amazon EC2 to provide 
scalable, cloud-based infrastructure capable of running 
resource-intensive simulations. The framework integrates tools 
like Wireshark and tcpdump for packet capture and supports 
customizable scenarios that include dynamic routing protocols, 
VLANs, and user behavior emulation. This approach offers a 
practical and reproducible platform for security tool 
development, traffic analysis, and training by replicating 
conditions found in enterprise and government networks.  

Design 

Design Photo 

Methodology 

Acknowledgement

Results 

In conclusion, our project demonstrates a robust framework for 
generating synthetic PCAP data by leveraging GNS3 for 
network emulation, cloud deployment via Amazon EC2, 
precise traffic capture with Wireshark and tcpdump, and 
automation with Python alongside synchronized system 
logging through Syslog and SNMP, with results showing that 
the simulated traffic closely mirrors real-world enterprise 
patterns, thereby validating the framework’s effectiveness for 
cybersecurity research, tool evaluation, and training.

Conclusion 
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OVERVIEW

The project includes utilizing an open-source LLM (Meta's 
Llama 3.1-8B) from HuggingFace, a high-performance 
computing cluster, the Hopper Cluster, provided to us by 
George Mason University, and an evaluation program used to 
analyze outputs of the language model. 

To implement a successful comparison, we will utilize three 
trials per task; this means that both methods will be prompted 
three times for each task. For each trial, there will be two 
evaluations from DeepEval. BERT-Score will be only prompted 
once per trial, since it is pre-trained and is deterministic. 
Afterwards, the results of each trial will be compiled to 
calculate an average for each evaluation metric. Tokens-per-
second and CPU/GPU usage will also be compiled to calculate 
an average for those metrics.

Concerning this project, it will involve a comparison between large context windows and RAG 
pipelines. The dataset used to test both methods will be parts of the Federal Acquisition 
Regulation. Concerning the evaluation of output quality, DeepEval and BERT-Score will be used. 
After gathering the output from both methods, DeepEval will be used to evaluate the Boolean 
questions dataset, the question-and-answer dataset, and the summary dataset.  BERT-Score will 
then be used to evaluate the differences between the expected output and the LLM-generated 
output; it will also be used to compare the summary quality to the original text. Concerning 
evaluation of cost and hardware use, tokens-per-second and CPU/GPU usage will be tracked.

We would like to express our gratitude to our mentor, 
Catherine Jones, for her guidance and support throughout the 
course of this project.  Her insight and direction were 
instrumental in helping us find our footing.
We would also like to give thanks to our sponsors at Noblis for 
this opportunity. We are especially grateful to Tracey R. and 
Shane M. for their help on the technical assistance and for 
patiently addressing all of our questions. Your support had a 
significant impact on our success

The Design for a Comparative 
Analysis System for LLMs

With AI being rapidly implemented in software and systems 
across all industries at an unprecedented pace, it has become 
vital for developers to understand not only how to utilize this 
technology effectively but also to identify the use cases where 
it offers the most value. Among the growing tools at their 
disposal are RAG (Retrieval-Augmented Generation) pipeline 
implementations and Large Context Windows (LCW), each 
offering unique capabilities for leveraging large language 
models (LLMs). Developers face the crucial decision of 
selecting the appropriate method to configure their LLMs, a 
choice that can significantly impact the performance and 
efficiency of their software. Opting for the wrong method could 
result in significant losses of resources, whether due to 
inefficiency, inaccuracies in output, or underperformance—
critical factors that drain computing power and operational 
costs. This project undertakes an in-depth exploration of each 
method's potential, rigorously testing them across specific use 
cases. By analyzing and evaluating their results, we aim to 
uncover the strengths and limitations inherent to both 
approaches. These findings will provide developers with 
actionable insights, equipping them with the knowledge to 
select the most suitable retrieval method for their specific 
application and ultimately enhancing the value and 
effectiveness of AI integration. This ensures a thoughtful 
approach to resource allocation and maximizes the benefits AI 
technology can deliver.

REQUIREMENTS

DESIGN

METHODOLOGY ACKNOWLEDGEMENTS

IMPLEMENTATION

RESULTS
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Introduction

•Platform: CoDrone EDU equipped 
with AIO 600 TVL FPV Camera.

•Sensors: Inertial Measurement Unit 
(IMU) and Optical Flow Sensor for 
stabilization and motion tracking.

•Testing Locations: Indoor hallway, 
classroom, and custom obstacle 
course with varying lighting.

•Flight conducted under low and 
natural light conditions.

•Live video was transmitted to a 
monitor using the FPV receiver for 
real-time observation.

• Drone successfully avoided obstacles such as side walls and doorways.

• Navigated through colored hoops (Blue, Yellow, Red) placed at varying 
heights.

• Stable hover maintained at ~2 meters for 6 minutes on average.

• IMU drift measured over time, requiring correction.

• FPV signal remained strong up to 12 meters indoors.

• 100% obstacle avoidance success across all test trials.

Our project demonstrates that affordable, vision-based 
UAV systems can navigate effectively indoors without 
GPS. By combining visual data and basic sensor fusion, 
drones can perform controlled flights and obstacle 
avoidance in dynamic indoor settings. With additional 
improvements like AI-driven path planning and stereo 
vision, this approach can scale to more complex and 
autonomous applications.

• Hover Time: Avg. 6 minutes per flight.
• RPM Range: 11.5K–15.0K depending on maneuver.
• Max Height: Reached ≥6 meters in all tests.
• Signal Stability: Maintained video and control up to 12 meters.
• Drift: 12–15 cm over 90 seconds of hover due to IMU noise.
• Avoidance Accuracy: Passed all trials in standard and low-light 

settings.

A. Author et al., A Survey of Indoor UAV Obstacle 
Avoidance Research, Journal of UAV Studies, 2023.

Robolink, CoDrone EDU Documentation. [Online]. 
Available: https://docs.robolink.com

B. Author et al., Sensors and Measurements for 
Unmanned Systems: An Overview, IEEE Sensors Journal, 
2022.

D. Shukla and Y. Bhattacharya, “Secure Communication 
Protocols for UAVs,” in Proceedings of the IEEE International 
Conference on Cybersecurity and Systems, 2022.

An Overview of Indoor Drone Obstacle 
Avoidance Research and Simplified Practical 

Application Based on Visual Device Technology

Indoor UAV navigation is a growing challenge due 
to the absence of GPS and the presence of 
dynamic, unpredictable obstacles. Our project 
explores the development of a vision-based 
obstacle avoidance system using the CoDrone 
EDU platform. By equipping the drone with an 
FPV camera and utilizing sensor fusion (IMU + 
optical flow), we conducted real-world trials to 
evaluate its performance across various indoor 
environments. The goal was to validate a low-
cost, practical approach to GPS-free navigation.

Methodology

Main Points

Results

References

Conclusion

We would like to thank Dr. Mohamed Morsy 
and Dr. Mingkui Wei for their guidance and 
mentorship throughout this project. This 
research was conducted as part of the Senior 
Design Capstone for the Department of Cyber 
Security Engineering at George Mason 
University.
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INTRODUCTION

The team tested and compared ELRS and PrivacyLRS on a 
modified Skyeliner Mk3 drone using a 915MHz transmitter by 
measuring performance under reduced signal strength using a 
variable attenuator. Key metrics included RSSI and Link 
Quality (LQ) to assess signal reliability. Both protocols were 
flown under identical conditions. 

In addition to flight tests, the team analyzed the PrivacyLRS 
firmware to understand how encryption was implemented and 
identify potential vulnerabilities. This was accomplished by 
reviewing and tracing the source code to identify any 
weaknesses, as well as by applying automated tools.

PrivacyLRS encrypts control data using the ChaCha12 
stream cipher, addressing ELRS’s lack of encryption 
while preserving low latency and high performance.

It uses a two-key system:
• A master key generated from the provided binding 

phrase via SHA256, set at compile time or changed 
later. Pre-shared between receiver and transmitter.

• A session key generated from radio noise, 
encrypted by the master key and transmitted to the 
receiver. 

The code review found the implementation effective but 
noted areas for improvement:
• Stronger key derivation (e.g., PBKDF2) over 

SHA256
• ChaCha20 for better security 
• Using 256-bit keys instead of 128-bit keys 
• Adding a MAC for data integrity, if possible

Conclusion:
PrivacyLRS offers strong security upgrades over 
ELRS with minimal performance cost, but could be 
strengthened with improved key handling and integrity 
checks.

PrivacyLRS significantly improves the security of ELRS by encrypting control and telemetry 
data, protecting against eavesdropping, replay, and traffic analysis. While effective in practice, it 
could be strengthened by using ChaCha20, 256-bit keys, a PBKDF for key derivation, and 
possibly a MAC for better integrity. A key issue observed was sporadic disconnects likely caused 
by keystream desynchronization from lost packets, which leads to signal loss and activation of 
failsafe mode. This did not occur with ELRS and should be further investigated. Overall, 
PrivacyLRS is a strong step forward, with room for improvement in reliability and cryptographic 
practices. Future work should evaluate the effect on performance of remedying these issues, 
and control for more configuration settings, like packet rate. 

Both ELRS and PrivacyLRS performed similarly in terms of 
range and responsiveness. However, PrivacyLRS had 
frequent connection issues, including random signal 
drops and problems reconnecting after disconnection—
issues not seen with ELRS. 

While PrivacyLRS provides encryption without major 
performance loss, it currently suffers from significant 
usability and stability issues that limit its reliability.

DRONE CONTROL SECURITY 
RESEARCH

This project evaluates PrivacyLRS, an encrypted version 
of the ELRS (Express Long Range System) drone control 
protocol, to determine if secure communication can be 
added to drones without hardware changes or 
performance losses. Drones are now used in many 
fields—from military and firefighting to agriculture and 
delivery—raising concerns about unencrypted control 
signals, especially in sensitive or high-stakes 
environments.

Hobbyist FPV drones are simple, low-cost, and often 
unencrypted, making them vulnerable to attacks like signal 
interception or replay. The one-way nature of drone control 
protocols, and their reliance on availability, may make it 
difficult for encryption to be implemented. ELRS, a 
common drone control protocol, prioritizes range 
performance over security and sends control data in 
plaintext. PrivacyLRS is a fork of ELRS by Ray Morris that 
introduces encryption using the ChaCha cipher, offering 
protection against eavesdropping, spoofing, and hijacking, 
while maintaining low latency and compatibility with 
existing systems. The GitHub page stated that they were 
looking for testers, so we decided to base our project on 
evaluating its effectiveness in terms of the security of its 
cryptography implementation, and to test if it hurt the 
performance of the drone in any important way. 

SETUP DESCRIPTION 

IMAGES

CONCLUSION
FLIGHT TEST REPORT 

FIRMWARE REPORT
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Tran, and Rachel Wang

PROJECT OVERVIEW

The high-level architecture consists of the virtual Defend C lab 
environment, the network with the Splunk VLANs, hosts, and licensing 
server, the exported CSV file containing the results of the original Splunk 
query, and the Python data analysis done in Visual Studio Code.

To design the Zero Trust Architecture (ZTA), the team began by reviewing NIST SP 800-207 and the CISA Zero Trust 
Maturity Model. We collaborated with CGI Federal and Zentera to align our project goals with real-world 
implementation strategies, focusing on the Network and Application/Workload pillars.

The team verified the dataset by filtering Splunk logs and confirming subnet and application traffic accuracy with CGI engineers. 
Python scripts were used to generate JSON firewall rules, which were tested and validated in the Defend C lab using CGI's Palo 
Alto API access. Testing confirmed that unauthorized traffic was blocked and approved traffic successfully. Final rulesets enforced 
Zero Trust principles such as least privilege and segmentation, aligning with NIST and CISA Zero Trust guidelines.

The team would like to thank Chris Lavergne, David E. Crawford, 
Shabnam Shoja, Wesley J. McDouall, Mark E. Gross, and 
Anthony N. Poirrier from CGI Federal for their continuous 
guidance, technical expertise, and support. The team also 
thanks Dr. Chase Cunningham, a leading expert and key 
contributor to the development of Zero Trust Architecture, for 
sharing his insights on Zero Trust concepts. The team further 
extends their gratitude to Professor Christine Alonzo Yee for her 
valuable mentorship and support throughout the project, and Dr. 
Mingkui Wei, the CYSE 493 lead instructor, for his continuous 
academic support.

Research and Implementation of Integration of the 
Network and Application and Workload Pillars of the 

Zero Trust Model to Provide Enhanced 
Visibility/Analytics and Automation

Vulnerabilities resulting from implicit trust and a lack of proper 
authentication and authorization mechanisms can be exploited 
by adversaries and insider threats to gain unauthorized access to 
a system's resources and data. 

These threats and vulnerabilities can be mitigated by 
implementing an effective Zero Trust model, which minimizes 
the attack surface and enhances an organization's security 
posture through constant authentication and verification and 
strict access controls. 

This projects builds a solid foundation for a fully functional Zero 
Trust Architecture (ZTA)  smoothly integrating Zero Trust pillars 
and upholding Zero Trust principles through comprehensive 
data analysis and effective network segmentation of CGI’s 
Defend C lab environment.

ARCHITECTURE

METHODOLOGY

VERIFICATION AND VALIDATION

ACKNOWLEDGEMENTS

RESULTS

The project implemented Zero Trust Architecture (ZTA) in CGI Federal's 
Defend C lab environment to address evolving threats through network 
segmentation and automated policy enforcement using Python, 
Splunk, and the Palo Alto REST API. Scalable scripts generated JSON 
firewall rulesets validated by testing that reduced lateral movement, and 
isolated communication paths while aligning with NIST/CISA standards 
to enhance visibility, analytics, and adaptive controls. This work provides 
a blueprint for scalable ZTA adoption with segmentation and cross-pillar 
integration to strengthen defenses against modern cyber threats.

CONCLUSION
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1. Research & Data Analysis
The team began by studying NIST SP 800-207 and the CISA Zero Trust Maturity 
Model and met with CGI Federal and Zentera to align goals. We exported 
network logs from Splunk and developed Python scripts to filter and analyze the 
data. Two CSV files were created one for Active Directory traffic and one for 
non-AD traffic containing source/destination IPs, ports, applications, and more.

2. Firewall Ruleset Development
Using the analysis results and CGI’s network diagrams, the team generated 
firewall rulesets with Python scripts. Each rule included fields such as VLANs, 
IP ranges, ports, and applications. JSON was selected as the final format for 
ease of deployment using the Palo Alto API. Rules were tested and applied in 
CGI’s lab environment using a Bash script and API key.
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Background

• Raspberry Pi 4

• LoRa wireless antennas

• Haptic feedback motors

• Integration using Python 3

• GPIO Edge Extension

• Relay Board(with wood base)

• 3D Casing Material

• External Batteries

• DIN Rail Terminal Blocks

• Jumper Wires(Male-to-Female, 
also Male-to-Male for striping)

• Ethernet Cable(Twisted Pair)

• The Covert Wireless Security Team selected the LoRa (Long Range) wireless protocol to 
replace the role of Bluetooth in the original FIDO study to dramatically reduce the ELINT 
signature of the device. Additionally, the team created a custom protocol to minimize size 
and duration of transmissions, as well as guard against common wireless attacks.

The team successfully verified wireless communication ranges 
of up to 200 meters using LoRa antennas and protocols. 
Encryption was effectively implemented with pre-shared ECC 
keys, which were used to derive AES-256 keys, ensuring 
secure data transmission. Mitigations, including the use of 
random seeds, were successfully deployed to defend against 
replay, corruption, and spoofing attacks. The motors emitted a 
quiet buzzing sound during vibration, which was determined to 
be at an acceptable noise level, minimizing the likelihood of 
detection. Both the transmitter and receiver demonstrated 
battery life of up to 3 hours under continuous use.

• Using Google Maps, group measured distances of 200m on the GMU campus and tested 
if the receiver was able to receive the commands. 

• The battery life was tested by running a loop on the transmitter to send commands every 
10 seconds for 3 hours

• Strength of motors was tested by have the motor set against a group member’s skin and 
asking if they could feel the command being issued

• A python script was used to send bad and spoofed packets from the transmitter to the 
receiver and verifying the receiver rejecting these packets

C. Byrne et al., “Two-Way Communication between Working Dogs and 
Their Handlers,” IEEE Pervasive Computing, vol. 13, no. 2, pp. 80–

 83, 2014, doi: 10.1109/MPRV.2014.38.

C. Byrne, L. Freil, T. Starner, and M. M. Jackson, “A method to evaluate 
haptic interfaces for working dogs,” International Journal of Human-

 Computer Studies, vol. 98, pp. 196–207, 2017, doi: 
https://doi.org/10.1016/j.ijhcs.2016.04.004.

Y. Golan, B. Serota, A. Shapiro, O. Shriki, and I. Nisky, “A Vibrotactile 
Vest for Remote Human-Dog Communication,” in 2019 IEEE World 
Haptics Conference (WHC), 2019, pp. 556–561. doi: 
10.1109/WHC.2019.8816079.

Covert Comms to 
Working Dogs

Currently, police and military dog handlers use speakers attached to 
working dogs to issue remote commands. However, this approach 
poses significant risks, as the audio commands can inadvertently 
reveal the dog's location and presence, potentially jeopardizing the 
mission. This project builds upon research conducted by the 
Georgia Tech FIDO Lab, which explored the use of haptic feedback 
motors to train dogs. By leveraging haptic feedback, dogs can be 
trained to recognize silent, tactile commands, offering a safer 
alternative to vocal commands that can alert nearby individuals.

Our team initially considered a high-frequency approach, however, 
preliminary research suggested that while dogs do possess the 
ability to hear frequencies beyond human range, sustained high-
frequency sounds can be painful and difficult for dogs to 
differentiate. This is compounded further in a high-stress 
environment where other noises are already present and creating 
interference.

This project aimed to take the existing haptic communication 
foundation and incorporate secure wireless communication 
protocols and ensure high availability for ranges of up to 200 meters 
in obstructed urban environments. Additionally, we focused on 
safeguarding the system against common wireless attack vectors, 
including replay attacks and spoofing, to ensure the integrity and 
security of the communication between handler and dog.

Tools & Equipment

Solution

Testing Methods References

Results

Through training, handlers can effectively communicate with 
their dogs using haptic feedback from the motors, allowing for 
silent, secure command transmission. With covert wireless 
communications in place, only the handler's commands are 
received by the dog while preventing unauthorized individuals 
from decoding the signal. This approach enhances both the 
security and stealth of remote communication between handler 
and dog during critical missions.

Conclusion



Caroline Nguyen, Mohammad Qasimi, Nick Stormer, 
Camila Tapia-Salazar, and Ryan Wong

Sponsor 
Logo

Background
Small military units on scouting missions are often tasked 
with watching urban and rural areas with various observation 
devices. Continued surveillance is tiring and manpower 
intensive. This can lead to human error from fatigue and/or 
distractions which can leave room for errors. These errors 
can lead to missed important details or late responses, such 
as a potential threat. Current surveillance technologies rely 
on human operators to interact and interpret the data. A 
device that can alert operators when specific features in a 
viewfield appear to change according to preset thresholds 
can increase the efficiency of a surveillance team. By 
streamlining the monitoring process, this device aims to 
reduce the risk of human error, ensuring timely responses 
that will enhance the safety and effectiveness of military 
operations. 

Monitoring the program during execution the team watches 
for debugging prompts and noting down functions which do 
not trigger. The team as well performs manual checks of 
saved objects; videos, images, and altered images from 
sessions. Meticulously looking for errors such as incorrect 
bounding boxes, timestamps, and improperly clipped videos. 
Found errors are taken to a debugging script and individually 
tested and corrected.

Detecting Activity in 
Confusing Visual Background

The objective is to create a portable device that will enhance 
military personnels’ situational awareness by detecting and 
alerting them in real-time about the changes in their selected 
scenes. This small military unit will be portable, under 5 lbs, 
and computer-assisted to enhance awareness. The device 
must either process imagery from another camera or video 
recorder, or may be capable of capturing its own imagery.   
Integration with shooting spotting scopes is of particular 
interest. The portable device will alert the operator in real-
time of changes, provide an initial classification of detected 
activity using stored comparisons, and enables object 
tracking. The device must have the ability to designate areas 
of interest and display selected areas to the operator.  The 
operator may select a “threshold” for any changes in the 
area of interest.
Technical approaches:
• GoPro Hero 12: High-quality video capture
• YOLOv8: Real-time object detection
• Image Processing Software: integrates YOLOv8 for 

anomaly detection
• Difference Detection: Compares current scene to baseline
• Tablet interface: Configures settings and monitors alerts, 

provides a user friendly application

Objectives and Requirements

Design/Implementation

Results Acknowledgements

Verification and Validation

The team would like to thank our sponsor, William Shepherd 
from the Capstone Marketplace, for his help and guidance 
that he provided towards our prototype. Our project would 
not be possible without Professor Armin Tadayon, a big 
thanks to his wonderful mentoring and support to the team. 
Finally, we extend our gratitude to Professor Mingkui Wei for 
structuring the class and providing valuable guidance. 

Conclusion

Over the course of the Fall ‘24 and Spring ‘25 semesters, we have created an entirely self-contained system 
which meets or exceeds the given requirements. Our GoPro camera is connected to our Raspberry Pi 5 where 
the camera feed is received by our Python app. The app runs all functionality for the system and is displayed 
on the Android tablet where the user can interact and control it via touchscreen over wired VNC. Our program 
is capable of monitoring either the entire camera feed, or the user can specify certain areas (“selections”). 
These selections are then sent to our custom detection script which will cross reference with previous frames 
to detect changes. The operator also has the option of enabling YOLOv8 object detection overlay to enhance 
visuals. When the difference threshold is met within a selection, an alert will be triggered, notifying the operator 
of change within the scene. While running, the program will record captured frames and store them in the local 
file system. It also records a video feed and splices out clips based on when alerts were triggered. 

In order to combat operator fatigue during extended 
surveillance operations, we have developed a robust 
system which combines traditional and new identification 
methods to detect motion in selected regions. With the use 
of an open source real-time object detection AI called You 
Only Look Once (YOLO) and a custom image comparison 
script to identify changes in a selected region, even the 
smallest of  details will not go unnoticed. The system is 
constantly recording the camera feed as both a live video 
and pictures, allowing an operator to review them in near 
real-time. To cut down on the time it takes to review hours 
worth of footage after an operation, the program splices 
out the points of interest into short, easily digestible clips. 

Prototype setup and running app

Overview of how the operator interacts with the UI Customization for video feed 
and saved outputs 

Shows how the software 
interacts with one another
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PROJECT OVERVIEW

The high-level architecture consists of the virtual Defend C lab 
environment, the network with the Splunk VLANs, hosts, and licensing 
server, the exported CSV file containing the results of the original Splunk 
query, and the Python data analysis done in Visual Studio Code.

To design the Zero Trust Architecture (ZTA), the team began by reviewing NIST SP 800-207 and the CISA Zero Trust 
Maturity Model. We collaborated with CGI Federal and Zentera to align our project goals with real-world 
implementation strategies, focusing on the Network and Application/Workload pillars.

The team verified the dataset by filtering Splunk logs and confirming subnet and application traffic accuracy with CGI engineers. 
Python scripts were used to generate JSON firewall rules, which were tested and validated in the Defend C lab using CGI's Palo 
Alto API access. Testing confirmed that unauthorized traffic was blocked and approved traffic successfully. Final rulesets enforced 
Zero Trust principles such as least privilege and segmentation, aligning with NIST and CISA Zero Trust guidelines.

The team would like to thank Chris Lavergne, David E. Crawford, 
Shabnam Shoja, Wesley J. McDouall, Mark E. Gross, and 
Anthony N. Poirrier from CGI Federal for their continuous 
guidance, technical expertise, and support. The team also 
thanks Dr. Chase Cunningham, a leading expert and key 
contributor to the development of Zero Trust Architecture, for 
sharing his insights on Zero Trust concepts. The team further 
extends their gratitude to Professor Christine Alonzo Yee for her 
valuable mentorship and support throughout the project, and Dr. 
Mingkui Wei, the CYSE 493 lead instructor, for his continuous 
academic support.

Research and Implementation of Integration of the 
Network and Application and Workload Pillars of the 

Zero Trust Model to Provide Enhanced 
Visibility/Analytics and Automation

Vulnerabilities resulting from implicit trust and a lack of proper 
authentication and authorization mechanisms can be exploited 
by adversaries and insider threats to gain unauthorized access to 
a system's resources and data. 

These threats and vulnerabilities can be mitigated by 
implementing an effective Zero Trust model, which minimizes 
the attack surface and enhances an organization's security 
posture through constant authentication and verification and 
strict access controls. 

This projects builds a solid foundation for a fully functional Zero 
Trust Architecture (ZTA)  smoothly integrating Zero Trust pillars 
and upholding Zero Trust principles through comprehensive 
data analysis and effective network segmentation of CGI’s 
Defend C lab environment.

ARCHITECTURE

METHODOLOGY

VERIFICATION AND VALIDATION

ACKNOWLEDGEMENTS

RESULTS

The project implemented Zero Trust Architecture (ZTA) in CGI Federal's 
Defend C lab environment to address evolving threats through network 
segmentation and automated policy enforcement using Python, 
Splunk, and the Palo Alto REST API. Scalable scripts generated JSON 
firewall rulesets validated by testing that reduced lateral movement, and 
isolated communication paths while aligning with NIST/CISA standards 
to enhance visibility, analytics, and adaptive controls. This work provides 
a blueprint for scalable ZTA adoption with segmentation and cross-pillar 
integration to strengthen defenses against modern cyber threats.

CONCLUSION
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1. Research & Data Analysis
The team began by studying NIST SP 800-207 and the CISA Zero Trust Maturity 
Model and met with CGI Federal and Zentera to align goals. We exported 
network logs from Splunk and developed Python scripts to filter and analyze the 
data. Two CSV files were created one for Active Directory traffic and one for 
non-AD traffic containing source/destination IPs, ports, applications, and more.

2. Firewall Ruleset Development
Using the analysis results and CGI’s network diagrams, the team generated 
firewall rulesets with Python scripts. Each rule included fields such as VLANs, 
IP ranges, ports, and applications. JSON was selected as the final format for 
ease of deployment using the Palo Alto API. Rules were tested and applied in 
CGI’s lab environment using a Bash script and API key.
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Vulnerability Analysis

Chrome extensions can be exploited using various techniques, 
such as;

• Use of Permissions: Extensions requesting broad 
permissions like "access your data for all websites." 

• Escaping Chrome Sandbox: Potential techniques to break 
out of Chrome’s security boundaries. 

• Stealing Cookies: Using the "cookies" permission to extract 
user session data. 

• This research investigates the security vulnerabilities in Google Chrome’s accessibility 
features and extensions, which, while enhancing usability, can be exploited for data theft and 
malicious activities. 

• Through vulnerability analysis and offensive simulations, the study identifies critical risks such 
as permission abuse, sandbox escapes, and weak input sanitization.

• It proposes AI-driven mitigation strategies alongside traditional defenses like Content Security 
Policies and real-time monitoring to enhance browser protection.

• The findings offer actionable insights for users, developers, and security teams to improve 
cybersecurity without compromising accessibility.

This project proposes an AI-driven defense system that 
includes real-time input validation, encrypted data 
transmission, and monitoring of abnormal API behavior. It also 
strengthens extension review processes and promotes user 
awareness. By securing these features, organizations can 
protect users and reduce risk without compromising 
accessibility.

• The Mitigation Strategy Plan (MSP) outlines a three-part approach to enhancing Chrome’s 
security against malicious extensions, focusing on built-in protections, user practices, and 
technical defenses. 

• Chrome already enforces strict extension review processes and permission controls, but these 
can be extended with additional behavioral monitoring and real-time protection tools.

• Users and experts can adopt measures like Enhanced Safe Browsing, 2FA, and script-level 
restrictions to block keylogging and screen capture threats.

• OpenAI. ChatGPT – Simulation and Code Generation Tool.

• PortSwigger. Burp Suite. 

• OWASP Foundation. Cross Site Scripting (XSS), Web 
Security Testing Guide.

• ZAP – OWASP Zed Attack Proxy.

• Chrome Developers. Extension Security & Review Process.

• Google Support. Enhanced Safe Browsing.

• Google Security Blog. Staying Safe with Chrome 
Extensions.

Generative AI in Cybersecurity: 
Offensive & Defensive Strategies 

for Accessibility Threats

The VA focuses on analyzing browser vulnerabilities, 
particularly accessibility features. We studied the Chrome 
browser to identify weaknesses in its accessibility features 
examples being;

• Zoom

• Live Caption

• Caption Preferences

• Navigation with a Text Cursor

• Adding Accessibility Features

We used various tools to help identify potential weaknesses in 
both the browser's accessibility features including;

• Burp Suite (Repeater, Intruder, Extender)

• ZAP (Zed Attack Proxy)

• Nessus

• OpenVAS

• Chat GPT

Offensive Strategy

Executive Summary

Mitigation Strategy Plan

References
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Project Overview

The system was designed with the following objectives and 
constraints:
• Automate and accurately associate users with their claimed 

organization using multiple verification methods.
• Minimize manual review burden for CMS staff by providing 

a reliable, trust score access outcome.
• Avoid overly technical or burdensome solutions, ensuring 

ease of use for users from smaller or less tech-savvy 
organizations. 

• Deliver clear and repeatable processes, including a 
documented standard operating procedure (SOP) to ensure 
transparency in automated decision-making.

• Ensure security, privacy, and compliance with federal data-
handling laws and standards.

The system uses a trust score model to determine whether a user is legitimately 
associated with the organization they claim to represent. We use a  rule-based 
approach, where each verification method contributes a weighted score toward a final 
trust threshold. The tools were developed in python and deployed on an AWS EC2 for 
scalability and accessibility. 

Verification Tools: 
• Web Association Check (35 pts)

Scrapes and analyzes Google search results using NLP to verify name-company 
associations.

• Role Relevance Evaluation (20 pts)                                                              
Uses GPT-4 Turbo to evaluate whether the user's job title fits the company profile 
and is relevant to CMS Services.

• Email Domain Verification (20 pts)                                                                
Checks if the email is deliverable and matches a registered domain vis Abstract API 
and DNS/WHOIS lookups.

• EIN Verification (15 pts)                                                                                   
Validates that the submitted Employer Identification Number (EIN) is a match with 
company registry data from IRS records.

• Work Proximity Verification (10 pts) Analyzes the user's home address to see if it 
is reasonably close to a known business location.

• Digital Certificate Verification (+50 pts)  
Confirms the user presents a valid digital client certificate signed by a trusted 
Certificate Authority, proving cryptographic association with the company’s identity.

We developed a successful working prototype that combines 
our multiple verification tools with a Tkinter GUI, hosted on an 
AWS EC2 instance for easy access and testing. 
Manual testing with real employee data confirmed that all tools 
functioned correctly. We tested various inputs to validate 
accuracy across scenarios and edge cases. 

We would like to thank our mentor Christine Alonzo-Yee, our 
sponsors at CGI Federal — Christopher Smith and Joshua Sonnier 
— and our CMS customer Brian James for their support and 
guidance throughout this project. 
We also thank the CYSE program at George Mason University for 
providing the structure, instruction, and collaborative experience 
that made this senior design project possible.

AI Based Role 
Authorization Prototype

Our project focuses on automating the verification process 
that confirms whether a user requesting access to CMS 
(Centers for Medicare & Medicaid Services) systems is 
truly affiliated with the organization they claim to represent.

Specifically, the solution supports the Health Insurance 
Oversight System (HIOS)—a CMS platform used to collect 
regulatory and financial data from a wide range of 
organizations. Ensuring accurate user-organization 
association is critical to protect the integrity of this data.

We developed a Python-based solution that integrates 
multiple verification tools to enhance security and reduce 
the need for manual approval.

Objectives and Requirements

Methodology

Acknowledgements

Results

Our system successfully automates the verification of user–
organization associations using a rule-based trust score 
model. It integrates multiple validation layers—such as web 
presence, email authenticity, EIN validation, and mTLS 
certificate checks—into one unified workflow.

Future work includes refining the existing toolset and preparing 
it for real-world deployment. This could involve running 
verification tools in parallel for efficiency and deploying them 
as API endpoints to integrate with CMS 
infrastructure. Additional enhancements could include 
improving association accuracy by incorporating LinkedIn data 
and improving certificate validation for enterprise-level trust.

Conclusions and Future WorkTrus t Score  Mode l
Verification Method Point Value
Web Association Check 35
Role  Relevance Evaluation 20
Email Domain Verification 20
EIN Verification 15
Work Proximity Verification 10
Digital Certificate +50

[1]“Employer identification number | Internal Revenue Service,” Irs.gov, 
2017. https://www.irs.gov/businesses/employer-identification-number
[2]“Openrouteservice.” https://openrouteservice.org/
[3]T. Dierks and E. Rescorla, “The Transport Layer Security (TLS) 
Protocol Version 1.2,” Aug. 2008, doi: https://doi.org/10.17487/rfc5246.
[4]“x509 - OpenSSL Documentation,” Openssl.org, 2022. 
https://docs.openssl.org/1.1.1/man1/x509/#display-options
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ABSTRACT
Side channel analysis (SCA) can reveal security gaps in Open 
Radio Access Network (O-RAN) environments, aiding 5G network 
optimization. By collecting electromagnetic (EM) signatures, 
vulnerabilities within the radio network can be identified.

INTRODUCTION
This study focuses on three phases: test network creation, side 
channel data collection, and analysis. Objectives include:
• Understanding 5G in O-RAN architecture
• Evaluating EM emission leakage impact
• Implementing an ML model to classify EM signatures

METHODOLOGY
A 5G testbed was built using an Open Air Interface (OAI) core, 
gNodeB, (gNB) and USRP B210. EM signatures from the USRP 
device were captured using ChipWhisperer (CW) Husky and a RF 
field probe. A random forest classifier analyzed time-series 
network traffic for signature profiling [1].

RESULTS
• Random forest classifier achieved 87.5% accuracy, later 

refined to 100% with user feedback.

DISCUSSION
• Hardware-level EM emissions act as unique fingerprints, 

revealing device behavior.
• O-RAN deployments may face security risks from EM leakage, 

allowing for traffic analysis and eavesdropping.
• Emphasizes need for secure hardware and protocol design to 

counteract these vulnerabilities.
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Figure 3: EM side channel signatures corresponding to the 
following user activities: idle, news browsing, and online broadcast 
radios on a Google Pixel smartphone.

Figure 1: 5G testbed architecture utilizing OAI for COTS UE and 
OAI nrUE configurations [1].

RESEARCH 
QUESTION

Is side-channel analysis 
effective for identifying 

network activities and patterns 
in a 5G environment?

Figure 2: 5G ORAN Testbed
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AI-Driven Threat Detection and Response System
Alex Lappin, Sumayah Alomari, Hussam Al Bakhat, 

Josh Puyat, Bibhu Paudyal, Mahi Khan 

Background
•Motivation: With rising cyber threats, real-time 
AI-driven detection is essential.
•Problem: Traditional IDS tools struggle with false 
positives, noisy data, and evolving threats.

Objectives and Materials
• Objective/Solution: We developed a DNN-

based IDS on AWS, trained on labeled data for 
accurate, adaptive intrusion detection.

• Materials:
• Python libraries: PyTorch, PyTorch Lightning
• Suricata IDS dataset (CSV-formatted)
• Custom data preprocessing scripts
• Confusion matrix for evaluation
• Neural network flow diagrams

AI Logic
•Preprocessing:
 Connects to cloud storage, cleans and merges CSVs, encodes labels, 
handles missing data, and splits datasets for training and testing.
•Training the DNN:
 Normalizes data, uses weighted sampling for class imbalance, trains 
over multiple epochs, and saves the best-performing model.
•Evaluation:
 Tests the model with classification metrics, predicts new data, 
decodes results, and outputs labeled CSVs.

References
H. H. Tran, et al, "Deep Inductive Transfer Learning Approach forNetwork 
Attacks Detection," ACOMPA, 2023.

Tabassi, E. (2023), Artificial Intelligence Risk Management Framework 
(AI RMF 1.0)

Mentor: adebarro@gmu.edu  Sponsor: zwang52@gmu.edu

Challenges and Discussion

Implemented System Architecture

Our confusion matrix to visualize the performance of the 
DNN, comparing actual versus predicted labels

The best results of the DNN model after 
training for 125 epochs

Our neural network’s layer flow, highlighting data and 
gradient movement from input to output during training.

Future
- Integrate automated threat responses
- Test in real-time environments
- Try other AI models (e.g., RNNs)
- Optimize for edge deployment

Proof-of-concept Data Flow Diagram

Results

Challenges:
- Limited time/resources
- Complex Suricata rule tuning
- Lack of real-team labeled data
Discussion:
- SHAP shows packet rate/size drive predictions
- Top features: Fwd packets/s, Fwd packet length max
- Minor classes underperform statistically

Roadmap and Future Work



ABSTRACT
Static reverse engineering enables malware analysis without executing potentially harmful 
code. While tools like Ghidra are widely used for this purpose, they struggle with highly 
optimized or obfuscated binaries. Manual analysis, though more accurate, is slow, 
resource-intensive, and dependent on expert knowledge. GleNN (Graph-Language 
Enhanced Neural Network) is our proposed solution to this challenge: a retrieval-
augmented generation (RAG) pipeline that supplements a large language model (LLM) with 
contextual code retrieved from a Neo4j graph database. By incorporating control-flow 
graph (CFG) structure and semantically similar C functions, GleNN produces more 
complete and accurate de-compilations while reducing the burden on analysts.

INTRODUCTION
Reverse engineering obfuscated or optimized binaries is a critical challenge in 
cybersecurity. While automated tools like Ghidra are fast, they often fail to recover 
meaningful structure under code transformations. Manual methods are accurate but 
unscalable. GleNN enhances static decompilation by combining large language models with 
contextual retrieval. Building on LLM4Decompile, our approach introduces a Neo4j-based 
retrieval layer that identifies structurally similar control-flow graphs (.dot) and uses their 
associated C code to guide the model’s generation, improving output quality in difficult 
cases.

METHODOLOGY 
Our approach is composed of four key components:

1. CFG Embedding & Database Storage: C files from ExeBench database are used to create 
CFG/.dot files that are parsed to extract the structure (nodes, edges, loops, decision 
points). Each graph is assigned a CodeBERT embedding and stored in a Neo4j database 
alongside the original C and assembly code.

2. Build the Retrieval-Augmented Generation (RAG): A user begins with an object binary 
file. The pipeline creates a dot file and assembly file to query the Neo4j graph database. 
This happens in two phases where the first pass uses vector-based embedding 
similarity search, and the second refines based on graph edit distance (GED).

3. LLM Inference: The original assembly file and the top retrieved C code examples are 
passed into a language model. These context-rich prompts allow the model to generate 
a more accurate final C representation. The result is evaluated based on format, syntax, 
and recompilability.

RESULTS 
Our Neo4j graph database includes over 25,000 unique C functions, each indexed with 
structural metadata and embeddings. Testing was conducted on over 1,500 object files, 
using re-executability, syntax accuracy, and token-level matching as evaluation criteria.

• GleNN achieved a 99.41% re-executability rate, compared to 63.4% from LLM4Decompile
• CFGs with fewer nodes (<12) consistently showed higher fidelity in reconstruction, while 

large and deeply nested CFGs showed diminishing returns.
• Manual review revealed that context quality significantly impacted LLM performance, 

with irrelevant or overly generic samples leading to hallucinated or incorrect outputs.

CONCLUSIONS
Our results show that GleNN can improve the quality of decompilation over baseline LLM 
models by incorporating structurally similar context through a retrieval-augmented 
generation pipeline. While the improvement is incremental rather than dramatic, it 
demonstrates the potential of combining graph-based retrieval with LLM prompting 
strategies. Future work can explore optimizing code retrieval techniques, refining prompt 
engineering, and experimenting with alternative LLM architectures to further boost 
performance.
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Neo4j Function Graph: An individual function, parsed into basic blocks and control 
structures, as represented and queried in the Neo4j graph database. Shows how the 
database focuses on a functions structure. 

CFG Comparison: Two structurally identical control-flow graphs (DOT format) showing 
the similarity of the input function (Left) to the found most structurally similar Neo4j 
database entry (Right). Highlighting the ability of structural comparison to identify 
nodes, edges, loops, and decisions. 

End-to-End Pipeline: GleNN’s RAG-enhanced workflow: binary input → assembly 
conversion → .dot CFG extraction → similarity search in Neo4j → LLM decompilation with 
retrieved context.

RESEARCH QUESTION/
HYPOTHESIS

Can the integration of a retrieval-
augmented generation (RAG) 

pipeline improve the precision and 
completeness of LLM-based static 
reverse engineering when applied 

to obfuscated or optimized 
binaries?

Models Re-compliable
Re-executable

Compiles as 
Executable Executes Does Not 

Compile

LLM4Decompile 63.8% -- 63.4% --

LLM Baseline 81.3% 63.69% 86.97% 36.31%

LLM with RAG 74.2% 85.87% 99.41% 14.12%
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